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Abstract 

Bitcoin is an innovative concept of a decentralised, peer-to-peer virtual currency. Its functions 

are autonomous from any centralised influence. This report discusses the various security 

features  and vulnerabilities of Bitcoin, as well as various applications relating to it. 

It provides the wide view of the most notable parts of the Bitcoin ecosystem - ranging from 

the cryptographic algorithms underlying the Bitcoin Protocol, through applications allowing 

one to trade Bitcoins for traditional money, and ending up with a look on the behaviour 

of Bitcoin users. 

In order to gain the necessary expertise, a prolonged study of Bitcoin was undertaken, so as to 

be able to design independent Bitcoin applications running on Google App Engine. Such an 

undertaking allowed one to better understand all the inner workings of Bitcoin. 

 

Bitcoin jest innowacyjnym pomysłem zdecentralizowanej, wirtualnej waluty opartej 

na technologii peer-to-peer. Wszystkie jej funkcje są autonomiczne, niezależne 

od jakiegokolwiek zcentralizowanego nadzoru. Ten raport przedstawia różne silne i słabe 

strony bezpieczeństwa Bitcoinów, jak również aplikacji z nimi związanymi. Przedstawia 

on szeroki przekrój najważniejszych części ekosystemu Bitcoin - poczynając 

od kryptograficznych algorytmów będących podwaliną Protokołu Bitcoin, poprzez aplikacje 

pozwalające na wymianę Bitcoinów na tradycyjne waluty, kończąc na analizie zachowań 

użytkowników Bitcoinów. 

Celem zdobycia potrzebnej wiedzy, przedsięwzięto długie badanie zagadnienia Bitcoinów. 

Umożliwiło to na stworzenie niezależnych aplikacji związanych z Bitcoinami i działającymi 

na Google App Engine. Taka dogłębna analiza pozwoliła na zrozumienie wszystkich 

niuansów pracy Bitcoinów. 
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1 Introduction 

This project aims to design applications supporting the Bitcoin crypto currency infrastructure 

and test their security. Moreover, during the design of the application, the security features 

of the Bitcoin network and infrastructure is to be analysed. If successful, the project will 

deliver at least one of the following Bitcoin infrastructure applications: Wallet, Mining Pool, 

Currency Exchange or the Miner. The project is to also evaluate the security of the created 

applications and deploy them onto the Google Apps Engine. 

Overview of the report 

This report was broken up into 6 parts. These are: 

1. Introduction - a brief introduction of the project. 

2. Theoretical Background - a section describing all the background needed 

to understand the premise of money, cryptography and Bitcoin. 

3. Views on Bitcoin - a brief analysis of how various groups of people view Bitcoin. 

4. Research, analysis and design - a section describing finding of the undertaken 

research, in-depth analysis of various problems and vulnerabilities of Bitcoin 

ecosystem, as well as briefly explaining the design of the testing applications. 

5. Testing and Evaluation - a section containing the results of the practical tests 

of various potential vulnerabilities of Bitcoin, as well as the evaluation 

of the developed applications. 

6. Conclusions - a section describing the conclusions from research, testing and other 

findings. 

1.1 What is Bitcoin? 

Bitcoin is a decentralized virtual cryptocurrency. It does not rely on any central services 

for managing the creation or flow of money. It relies on cryptographic algorithms in order  

to prevent abuse of the system. 

Each user of Bitcoin owns a set of private and public key that are analogous to a bank 

account. In order to send someone else money, the user creates a Transaction and signs it with 

their private key. Each Transaction claims a reference to a previous Transaction that credited 

the user, meaning that Bitcoins can't be created out of nothing. Moreover, the same Coins 

can't be spent twice. Each Transaction is broadcasted through the Bitcoin Network in order 

to become valid and spendable. 

Every 10 minutes, all Transactions are gathered together in a Bitcoin Block, which is like 

a ledger. Once a Transaction is a part of a Block, it is considered safe to spent, as Blocks  

are hard to forge.  All the Blocks are linked together to form a Block Chain. The Block Chain 

is a record of all Transactions that ever took place and is a definite authority over how much 

money users have associated to their public keys. The Block Chain is secured using 

cryptographic algorithms, making it impossible to alter any part of it. 
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Bitcoins are created by solving a cryptographic problem connected with creating a Block and 

providing a proof-of-work. This process requires a lot of computational resources 

and is easily scalable to ensure that Blocks are created every 10 minutes. As a reward 

for creating a valid Block, its creator gets to credit their public key with a fixed amount 

of new Coins. The amount of money created in this way is predictable in time (because 

Blocks are designed to be created in a fixed time interval), and is capped at 21 million 

Bitcoins. 

Because Bitcoins can't be created without work, have a fixed money supply and are secured 

by cryptographic algorithms, they can be thought as being a digital version of gold. They can 

be traded for goods, services and traditional currencies. Due to their design, Bitcoins offer 

much lower cost of transferring money between people than traditional electronic transfers, 

and provide users with a high level of anonymity. 

A wealth of easy to understand information about Bitcoins can be found at 

www.weusecoins.com. 

 

Figure 1: An illustration of relations between a Transaction, a Block, and a Block Chain. 
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2 Theoretical Background 

2.1 Cryptography 

Cryptography is the discipline of writing a message in ciphertext with the aim or protecting 

a secret from malicious or unauthorised parties. This is usually done by translating 

from plaintext according to some keytext. Professional cryptography protects not only 

the plaintext, but also the key and tries to protect the whole cryptosystem. [1] 

2.1.1 Premise of cryptography 

The three most important aspects of cryptography used by Bitcoin are: 

 Encryption and decryption – algorithms focusing on mapping of plaintext 

into ciphertext and vice versa [1], used mainly to ensure data confidentiality. 

 Hashing functions – algorithms that create unique “digests” of messages [1], used 

mainly as a form of validating data integrity. 

 Digital Signature Schemes – algorithms that assure the sender of a message [1], 

addressing the problem of authentication. 

2.1.2 Encryption and decryption algorithms 

An encryption is a mapping of plaintext to ciphertext, based on some chosen keytext. 

It is performed by a stepwise application of an encryption algorithm.[1] 

Historically, encryption was the first use of cryptography. In modern times those algorithms 

are widely used in everyday life - securing personal and financial information on servers, 

ensuring data is sent securely over the Internet, or even for ensuring safety of files on one's 

own computer. Without encryption and decryption algorithms any stolen data would be easily 

readable by the thief and could be used in malicious ways. 

2.1.3 Hashing algorithms 

Cryptographic hash functions take input strings of arbitrary length and map these to short 

fixed length output strings. In computer science, the term hash function refers to a function 

that compresses a string of arbitrary length into a string of a fixed length. Cryptographic hash 

functions are divided into keyed and unkeyed hash functions, based on whether or not they 

use a secret parameter or a secret key[1]. 

The hashing algorithms are often used for ensuring data integrity. Should any part of a piece 

of data or file change either due to errors or malicious intent, the result of a hashing function 

will not match with the one generated from the original data. 

Ideally, the hashing algorithms should be free of collisions[1], meaning that for any two 

different messages that are used as an input of the function, their digests should always 

be different. Otherwise algorithm is considered broken, as it opens a possibility of data 

manipulation. 
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2.1.4 Digital Signature Schemes 

Digital signature schemes are techniques that are used to assure that a given entity has sent 

a certain message. Typically, an entity has a private key and a corresponding public key 

which is tied to that entity's identity. The entity generates a signature string which depends 

on the message to sign and their private key[1]. 

The main Digital Signature Schema used by Bitcoin is the Elliptic Curve Digital Signature 

Algorithm (ECDSA), a variant of Digital Signature Algorithm (DSA) which uses Elliptic 

Curve Cryptography (ECC). 

Elliptic curve cryptographic schemes were proposed independently in 1985 by Neal Koblitz 

and Victor Miller. They are the elliptic curve analogues of schemes based on the discrete 

logarithm problem where the underlying group is the group of points on an elliptic curve 

defined over a finite field. The security of all elliptic curve signature schemes are based 

on the apparent intractability of the elliptic curve discrete logarithm problem[1]. 

The ECDSA algorithm relies on generating a random private key used for signing messages 

and a corresponding public key used for checking the signature. The security of ECC depends 

on the ability to compute a point multiplication and the inability to compute the multiplicand 

given the original and product points [16]. 

Digital Signature Algorithms allow a user to ensure that sent data is does not contain errors, 

is not modified, and the signer of the data is verifiable with appropriate information. 

2.2 Bitcoin 

Bitcoin is the first decentralised crypto currency. It was first described by a person using 

a pseudonym Satoshi Nakamoto in his self-published paper “Bitcoin: A Peer-to-Peer 

Electronic Cash System” [2] on October of 2008, and the first release of the open-source 

Main Client was released on January of 2009[17].  

2.2.1 Economics and role of currency 

Money is any object or record that is generally accepted as payment for goods and services 

and repayment of debts in a given country or socio-economic context. The main functions 

of money are distinguished as: a medium of exchange; a unit of account; a store of value; and, 

occasionally in the past, a standard of deferred payment. Any kind of object or secure 

verifiable record that fulfils these functions can serve as money[18]. 

Currency usually refers to a generally accepted medium of exchange. These are usually the 

coins and banknotes of a particular government, which comprise the physical aspects 

of a nation's money supply. The other part of a nation's money supply consists of bank 

deposits, ownership of which can be transferred by means of cheques, debit cards, or other 

forms of money transfer. Deposit money and currency are money in the sense that both 

are acceptable as a means of payment[19]. 
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In the past, money and currency were the same, taking a form of coins and banknotes. Later, 

through the advent of fractional reserve banking[21] those concepts separated. Nowadays, 

money is only a small fraction of what makes up a currency[20] and most of the latter 

is created with loans[21]. 

Another important aspect of modern money is how it is created. Originally, money was 

a representation of a tangible resource for which it could be exchanged, be it a precious metal, 

or commodity, such as food. This gave the money unit its value. If one wanted to create more 

money, it was needed to secure more resources for example by mining. Through the advent 

of “fiat money”[22], such connection was broken and any amount of money could be created 

without limits. Instead, the value of fiat money is derived from government regulation or law. 

Nowadays, most if not all of the world currencies are fiat currencies. 

2.2.1.1 Functions and characteristics of Money 

Different sources list three to five functions of money, and list six characteristics it should 

possess. 

The functions of money are (last two are sometimes omitted)[18]: 

 Medium of exchange – money is used to intermediate the exchange of goods 

and services, thusly avoiding the problems connected with barter system 

 Unit of account – money is used as a unit of market value of goods and services 

 Store of value – money can be stored and spent in a later point of time reliably 

 Standard of deferred payment – money is an acceptable way of settling debt 

 Measure of value – money acts as a standard measure and common denomination 

of trade. It is thus a basis for quoting and bargaining of prices and it provides a method 

to compare the values of dissimilar objects. 

The characteristics money should have are[23]: 

 Acceptability – it must be accepted by everyone in the economy 

 Divisibility – it must be easily divisible into smaller denominations for transactional 

purposes 

 Durability – it must be durable 

 Limited supply – there must be a limited amount of money, otherwise it would 

be worthless 

 Portability – it must be easy to transport 

 Uniformity – money in a specific currency should be the same in terms of look 

and purchasing power per unit 

2.2.2 Digital currency 

Digital currency is a form of money or script that is only executed electronically. Typically, 

this involves the use of computer networks, the Internet and digital stored value systems. 
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Electronic funds transfer, direct deposit, digital gold currency and virtual currency are 

all examples of electronic money[24]. 

In the modern world the digital currencies are a very important part of the global economy 

as well as being essential to most dot-com companies. They take many forms, each tailored to 

its own needs.  

The most common digital currencies are electronic representation of real-world currencies, 

such as Dollars or Euros, stored by banks and transferred from one person’s account 

to the other. There also exist many private currencies (issued by private entities, rather than 

countries[25]) that don’t have real-world counterparts, such as Linden Dollars, Facebook 

Credits, or even World of Warcraft Gold. 

Another important division of digital currencies is based on whether they are centralised, that 

is they have some known entities that issue them, or decentralised, having no single authority. 

Examples of the first are prevalent, encompassing all fiat-based currencies and private 

currencies. There are far fewer decentralised currencies, notable mentions are Loom 

and Bitcoin. 

Loom is a system that enables transfer of ownership of any asset privately and at will[26]. 

Thusly, it enables anyone to issue their own currency of sorts and use it as a means 

of exchange. 

Bitcoin will be explained in detail in following parts of the thesis. 

2.2.2.1 Uses of digital currency 

Functions of traditional money were listed in 2.2.1.1. Digital currencies fulfil the same roles, 

like traditional currencies. One important difference is that digital currencies work online 

and thus are more portable than traditional currencies. In some situations this also makes them 

more acceptable as a means of exchanging value than their real-world counterparts 

(see characteristics of money in 2.2.1.1). 

In general, digital currency nowadays is used the same way one would use traditional 

currencies. One stores ones money in a secure place, usually in a bank or at a payment 

processor’s webpage, and transfers a specific amount upon making an online purchase 

or for other reasons. Quite often one is also able to purchase goods and services using 

a corresponding payment card in a brick and mortar shop or exchange digital money 

for traditional currency at an ATM or a bank office. 

2.2.3 Bitcoin as crypto currency 

Bitcoin as a digital currency is a revolutionary concept. The project created a unique form 

of currency that does not depend on any central authority to create, issue or track it. Its value 

stems not from its inherent value or any decree, but from its limited supply and mathematical 

algorithms behind it. Its security is not based on safe storage of data in databases, but on 

strength of cryptographical algorithms. 
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2.2.3.1 Terms related to Bitcoin 

 Bitcoin (uncountable noun) – Bitcoin is the name of the project started by Satoshi 

Nakamoto to create the world’s first decentralised cryptocurrency. Bitcoin is also 

the name for the currency itself. 

 Bitcoins (countable noun) – A Bitcoin is the name of a single unit of the Bitcoin 

currency, also abbreviated as BTC, or commonly referred to as “Coin”. Each Bitcoin 

is divisible into 100,000,000 Satoshis, the highest precision unit of currency used 

as of writing this report. 

 Address – An Address is an ECDSA key pair used by a user to access their Bitcoins. 

 Transaction – A Transaction is a single operation of moving Bitcoins from one set 

of one or more Addresses to another set of one or more Addresses. A Transaction is 

similar to a bank transfer. 

 Block – A Block is a package of information containing most notably all 

Transactions created since the previous Block, as well as reference to that preceding 

Block. 

 Block Chain – A Block Chain is a collection of linked Blocks from the most current 

one to the Genesis Block. 

 Genesis Block – The Genesis Block is a Block that was hard-coded into 

the Standard Client to be used as a starting point for the Block Chain. 

 Client – A Client is an application used by the users to perform operations on 

the Bitcoin Network. 

 Standard Client – The Standard Client is a Client developed by the original 

developers working on the Bitcoin project. It sets the standards of how Clients should 

work and communicate with each other. 

 Protocol – The Protocol defines the rules on how Clients communicate with one 

another and how Transactions and Blocks are encoded. 

 Network – The Bitcoin Network is a collective name for all applications connected 

together that exchange information about Bitcoin Blocks, Transactions and 

connected Clients.  

 Wallet – A Wallet is a set of Addresses created by the Client and saved locally in a 

file. 

 Miner – A Miner is a computer machine and accompanying application dedicated 

to creating new Blocks. 

 Pool – A Pool is a website that allows Miners to collaborate together in creating new 

Blocks. 

 Exchange – An Exchange is a website that allows one to trade between Bitcoins 

and another form of currency (usually “traditional currency”, such as Dollars or Euro). 

 Target - A measure of how hard it is to create a new Block. The Block hash needs to 

be smaller than the Target set for the Block. The lower the Target the less likely 

a hash is to be a solution creating a new Block. 
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 Difficulty - A relative measure of a Block's Target in comparison to the smallest 

Target. A higher Difficulty is associated with a lower Target. 

This list is also available in Appendix A 

2.2.3.2 How Bitcoin works 

The open-source Bitcoin Project[27] delivers a ready application that handles all Bitcoin-

related operations. That program is often referred to as the Standard Client. 

2.2.3.2.1 Addresses 

Upon installation, the User received a set of ECDSA key pairs, called Addresses. In order 

to transfer Bitcoins from one Address to the other, the Client needs to sign a specific message 

(called Transaction) with the private key of the user. The public key is used by anyone 

wishing to check if the given user has rights to those Bitcoins. 

A sample Bitcoin Address looks like this: 

17TQLZvXjKTrUyRnV9DuQs4RVDgNjUPeXQ 

It contains information about what Network it is used for (see 2.2.6), a hash of the public key 

owned by the user, and a checksum for ensuring data validity[28]. 

2.2.3.2.2 Transactions 

 

Figure 2: A chain of Transactions. Each one relates to a previous Transaction, contains 

the public key of the recipient, and the signature of the sender specified in the previous 

Transaction. (image from [2]) 

A Transaction is a simple operation moving a set of Bitcoins between different Bitcoin 

Addresses. It is analogous to a bank transfer. 

In order to create a new Transaction, the user first has to receive a Transaction addressed 

to their Address, which will “credit their account”. Having an unspent Transaction, the user 
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specifies the Address they want to send a part of their money to, and how much they want 

to send. The Client then creates a full Transaction containing all the necessary information. 

It states which Transaction it is claiming the outputs of (by specifying the Transaction’s hash 

and index of the output of the Transaction), and how many Bitcoins it is sending to which 

Address. In order to claim an output of the Transaction, the Client needs to sign a correct 

message with the private key stated in the output of the Transaction (or in more advanced 

variants, perform other operations). This ensures that only the user in possession 

of the appropriate private key associated with a given Address is able to spend Bitcoins sent 

to them. 

Each Transaction can claim one or more inputs and contain one or more outputs. Number 

of inputs is only limited by the amount of older Transactions that can be claimed, and the 

number of outputs does not have to correlate to the number of inputs in any way, as long as 

there aren’t more Coins sent than there are claimed. Most common Transactions consist 

of two outputs – one crediting the Address of the desired recipient, and the other sending 

the remaining balance to an Address possessed by the same user who issued the Transaction. 

If the amount of Coins sent in a Transaction exceeds the amount of Coins claimed by the 

Transaction, it is considered invalid and is disregarded by the Network. If the amount 

of outgoing Coins is smaller than the number of incoming Coins, the difference is recognised 

as a Fee for the Transaction and it is claimed by the Miner that creates a Block containing that 

Transaction. 

2.2.3.2.3 Blocks 

A Block is a package of information containing all Transactions issued through the Bitcoin 

Network since the previous Block as well as some additional data. Each Block consists 

of a Block Header, containing all the meta information, and the list of the Transactions 

encoded in the Block. 

The Block Header contain the following information [29]: 

 The version of the Block protocol (currently 1) 

 The SHA hash of the previous Block’s Header 

 The Merkle Root of all the Transactions included in the Block 

 The timestamp when the Block was created 

 “Bits”, a value determining the Block’s Target 

 Nonce, a cryptographic salt used to hash the Block Header 

As each Block is referring to the Block that came before it, all Blocks together form 

a so called Block Chain, linking back to the Genesis Block, a hard coded starting point 

of the Bitcoin Network. 
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Figure 3: A structure of the Merkle Tree formed from Transactions in a Block. 

(Image from [2]) 

The Merkle Root in the Block Hash is the root of the Merkle Tree (also known as a hash tree). 

All the leafs of the tree are set to the hashes of the Transactions to be included in the Block, 

and each further node is a hash of concatenated hashes of their children. Due to the way 

the Merkle Root is calculated, it is unique to the ordered set of Transactions, making 

it impossible to alter the Transactions included in the Block.  

In order for a Block to be valid, all of the Transactions included in it must be valid, 

it has to be connected to a previous valid Block, and the SHA hash of the Block Header must 

be smaller than a value, called the Target. Because of the last condition, Bitcoin relies heavily 

on proof-of-work schema to prevent malicious manipulation of the Blocks. The Target value 

is determined so as the rate new Blocks are created would on average be one Block every 10 

minutes. The Target is readjusted every 2016 Blocks (about two weeks). The lowest Target 

accepted by the Network is: 

            

Which means that about 1 in every 2
32

 Block hashes will be small enough to be accepted. 

A common measure of the Block Target is called the Difficulty of a Block. It is derived 

through the formula: 

  
 

    
 

Where D is the Difficulty, T is the current Target, and Tmin is the lowest Target. Difficulty 

is more convenient of a metric, as it indicates the ratio of how hard it is to generate a Block 

in comparison to the Block with the lowest Target. Such a Block is said to have Difficulty 1, 

as its ratio of Targets is 1. 



18 

 

2.2.3.2.4 Block Chain 

 

Figure 4: A concept of Block Chain. Each Block links to the previous one in the Block Chain. 

(Image from [2]) 

The Block Chain is a set of Blocks linked together from the first, hardcoded Genesis Block 

to the most recently Mined Block. Each Block in the Chain specifically states the Block that 

came before it by its hash. As changing any data in a Block would alter its hash, 

it is impossible to alter any part of the Block Chain without invalidating every Block that 

came after the altered one. Since Bitcoin relies on proof-of-work for creating a valid Block, 

changing an entire section of the Chain would require one to redo all the work that 

was required to create that section in the first place. As the Bitcoin Clients always choose the 

longest Block Chain to be valid, trying to force any altered Block history to be accepted 

would require one to not only provide new proof-of-work, but also do so at a rate faster than 

new Blocks are created. Such action would be extremely costly and require a lot 

of computational power (see 4.5.11), thus any part of the Block Chain being sufficiently 

"deep" is considered safe and immutable (6 Blocks is accepted as being safe). 

Because of the use of Block Chain Bitcoin enables a way to do decentralised bookkeeping. 

The Clients do not have to trust one another to provide only valid Transactions and not spend 

Coins they don't have - they can check whether anyone is cheating. The longest Block Chain 

is accepted as the preferred one as it took more work to create and thus would be harder 

to invalidate. Any Transaction that is part of that Chain is checked for validity and any 

Transaction that conflicts with the one in the Block Chain is considered invalid. While 

the newest Blocks of the Chain are sometimes altered (such as when two Miners create new 

Blocks at roughly the same time), the vast majority of the longest Block Chain is virtually 

immutable, along with all Transactions therein. 

2.2.3.2.5 Mining 

The process of creating new Blocks is called Mining. After creating a proper Block, the entire 

Block Header is SHA hashed. If the result is smaller than the current Target, the Block 

is propagated through the Network to be accepted into the Block Chain. If it is not, the Miner 

changes values in the Block Header, mainly the Nonce, timestamp and the Merkle Root 

by changing the Coinbase Transaction and computes a new hash. 

As the process of Mining requires a lot of computing resources, it is incentivised by design 

in form of Block reward. The first Transaction of each Block is a special Transaction, called 

the Coinbase Transaction. It claims no inputs, but the output is equal to the sum of all the Fees 

paid in all of the Transactions included in the Block, as well as additional reward that is set 
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to decrease in time. Thus the Block reward system is also responsible for initial distribution 

of coins through the Network. For about the first 4 years each new Block creates 50 new 

Bitcoins. After that period, the reward is halved every 4 years. This incentivises and rewards 

early adopters of the Bitcoin system, encourages the growth of the computational speed of the 

Network, as well creating a decentralised way of creating the currency. 

It is interesting to note that a vast majority of Mining computing power comes from OpenCL-

enabled GPU devices[30]. Moreover, due to being optimised for certain operations used 

heavily during Block hashing, AMD graphic cards are among the most efficient GPU devices 

for mining[31]. However, FPGA devices are appearing more frequently for some time, 

and ASIC solutions also appear to be in the development[32]. 

2.2.3.2.6 Peer-to-peer information exchange 

Every Bitcoin Node freely exchanges information about all the Transactions, Blocks, alerts 

and IP addresses of known Nodes with all of its peers (all through separate messages). 

In order to obfuscate the identity of the IP that sent a given Transaction, the Standard Client 

propagates only a random subset of Transaction information to most of peers connected to it 

every minute, and provides only one of them with a full set [33]. As the Transaction messages 

do not contain information about any Bitcoin Node (they are transmitted between Nodes, but 

the messages themselves don't list IPs), and only a random group of peers receive information 

about new Transactions, it allows the Transaction origin to be obfuscated as its propagation 

path through the Network is non-deterministic. 

All information (asides that connected to user's ECDSA keys) is shared to any peer requesting 

it, which ensures everyone has all the information they need in order to secure the Network. 

Because each Node stores information on all the Blocks in the Block Chain, as well as all 

the current information on Transactions and peers' IP addresses, it makes the network a true 

peer-to-peer system that could sustain itself without the use of any centralised system. 

2.2.4 Bitcoin infrastructure 

The Bitcoin infrastructure is composed of a few key elements. 

The core of the Bitcoin infrastructure is the Bitcoin Network, which is composed from 

a number of Nodes (active Bitcoin Clients). Each Node is responsible for storing its own copy 

of the Block Chain and a list of Transaction not yet included in a Block. It also verifies every 

Message it receives in terms of validity, as well as replies to those Messages, usually by 

sharing information about Transactions, Blocks and other Nodes it has information on. 

The second most important part of the Bitcoin infrastructure are the Bitcoin Miners. Those 

applications communicate directly with a Node connected to the Network. They do not store 

any information related to the Bitcoin Network. They rely on the information provided by 

the single Node they are connected to, and are tasked with creating new Blocks by brute-force 

checking possible Nonce values. Upon finding a correct variation of data, it relays such 

information back to the Node, which in turn assembles the proper Block and broadcasts 
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it through the Network. It is also worth noting that most often Miners are connected 

to the Node through a Pool, a web application that optimizes work balancing and allows 

for a shared Block reward distribution. 

The third part of the Bitcoin infrastructure are all application that use Bitcoin as a means 

of transferring and storing value, or otherwise use information about Bitcoin. 

Those applications are not required for the Bitcoin Network to function, but are essential 

for the users. Most notable of these applications are the Bitcoin Exchanges and Stores. 

The Exchanges allow the users to exchange between Bitcoin and other form of currencies, 

such as “traditional currencies” (United States dollar, Euro), or other cryptocurrencies 

(such as Namecoins, see 2.2.6). 

2.2.5 Bitcoin ecosystem 

The Bitcoin ecosystem can be defined as everything surrounding the Bitcoin infrastructure, 

mainly the subculture formed by Bitcoin Users. The central places visited by the Users 

are the Bitcoin Forum[34], the Wiki[35], the IRC Channels[36] and the Bitcoin 

StackExchange[37]. 

The Bitcoin ecosystem explored in this dissertation will focus on how a typical User handles 

their Bitcoin-related activity that is unique to this digital currency. 

2.2.6 MainNet, TestNet and AltCoins 

The Protocol that is used to operate Bitcoin can also be used to run various offsets of crypto-

currencies with similar characteristics, sometimes referred to as AltCoins. One only needs 

to create or modify the appropriate Client software and create a new Genesis Block 

for the alternative currency in order to start issuing new kind of money. Because of this many 

different AltCoins have been created since the inception of Bitcoin[41]. With their 

emergence, the standard Bitcoin Block Chain and Network came to be known as the MainNet. 

The TestNet Bitcoins[38] are one of the two most popular AltCoins. They share almost all 

the characteristics of MainNet Bitcoins, but their purpose is solely to be used for testing 

various new features and implementations before they are used on the MainNet. Because 

of this, TestNet Bitcoins have no inherent value and are freely transferred between users 

without any monetary remuneration. Moreover, the TestNet is setup so as to have 

significantly higher Targets than the MainNet, thusly allowing a developer even with 

a moderate machine to test such occurrences as Block generation (which on MainNet are 

unobtainable to most but few Pools and high-end Miners). 

The Namecoins[39] are one of the more interesting AltCoins. They are used to create 

a distributed DNS system offering ".bit" domains. Namecoins were also the first AltCoin 

to offer Merged Mining support [40] (the option to Mine Namecoins at the same time one 

Mines Bitcoins). 

Numerous other AltCoins have been created, like LiteCoins, SolidCoins, GeistGelt, I0coins, 

Ixcoins or Tenebrixes[41]. Most of them vary from Bitcoin only in very small details, like 
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the desired period between Blocks, the algorithms used for hashing Blocks, or the code being 

closed source instead of open source. As such most of the issues that affect Bitcoin security 

also apply to them as well. 

2.2.7 Bitcoin example use cases 

This section will present example uses of the Bitcoin Client. 

2.2.7.1 Setting up Bitcoin 

The Standard Client can be downloaded from the project homepage - http://bitcoin.org/ . 

The setup of the program is as expected. 

 

After the installation is finished, the user is greeted with a basic status window of the Client 

(TestNet Network used for this demonstration, which can be activated with a "-testnet" flag 

while starting the executable): 
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The Client will begin establishing connections to the Network, and start Block Chain 

synchronisation: 

 

Eventually the Client will become fully synchronised and the user will be able to send 

and receive Transactions: 

 

2.2.7.2 Getting the first Bitcoins 

In order to receive first Bitcoins, a user will need to locate one of the Addresses stored in their 

Wallet from the "Receive coins" tab in the Client 

(in the example it is mruE27iSDSzQiGezaZK4HmMgbPMCZFjtUm): 



23 

 

 

The Address can be used to get Bitcoins from a variety of sources - buying them from 

an Exchange, earning them through Mining, and so forth. For this example, the Bitcoins will 

be obtained from the TestNet Bitcoin Faucet website[42]: 

 

The user needs only to input their Address and the website will send 50 BTC to it. Within 

seconds a notification will be displayed to the user indicating an incoming Transaction: 

 

Details of the Transaction can be viewed under "Transactions" tab in the Client. Initially, 

the Transaction will have a status of "0/unconfirmed": 



24 

 

 

Eventually reaching 6 and more confirmations, indicating the Coins are safe and spendable: 

 

 

2.2.7.3 Sending Bitcoins 

In order to send Bitcoins to an Address, the user needs to fill out a form under "Send coins" 

tab, stating the Address, an optional label/description for the Transaction and the amount 

of Bitcoins to send: 
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The outbound Transaction will be similarly viewable under "Transactions" tab 

as the incoming Transaction: 

 

Upon reaching 6 or more confirmations the Transaction will again be considered safe to 

spend: 
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2.3 Google App Engine 

2.3.1 Architecture overview 

Google App Engine is a platform as a service cloud computing platform[43]. It allows for 

developing and hosting of web applications in data centres managed by Google. 

The applications are deployed in a sandbox and are run on multiple servers, scaling 

dynamically per number of requests. 

Google App Engine[44] was chosen for this project as an innovative service that could bring 

low-latency solutions to any part of the world. The languages supported by the App Engine 

applications are Java, Python and Google Go. The last was chosen as it was described by the 

developers as the fastest and most resource efficient of the three when running on the App 

Engine. 

However, as it turned out during the development of the code, Google App Engine and the Go 

SDK do not support some of the features required by the project. The platform did not support 

non-HTTP communication, and the SDK did not have libraries with such functionality, 

as Koblitz Curve ECDSA, HTTP JSON RPC, or "midstate" calculations for SHA-256. It was 

decided that in addition to Google App Engine, Amazon EC2[45] would be used alongside 

in order to host the Standard Client, as well as handle all TCP communication. All SDK 

limitations would be compensated with developed code. 
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3 Views on Bitcoin 

Bitcoins are a very new concept that uses concepts familiar to some people in a new way, 

thusly creating misconceptions quite easily[46]. This chapter presents the views of a few key 

groups of people about Bitcoin in their area of expertise and interests. 

3.1 The IT/cryptography experts 

Bitcoin has generally been well received by programmers and other IT professionals, 

especially in the cryptography field. They generally praise its security[197] and innovative 

solution to most problems[53], but at the same time pointing out its shortcomings - that it is 

not fully anonymous and might not scale in the future[54]. Despite some security experts 

reviewing the source code, they didn't find any concerning vulnerabilities[55]. 

3.2 The legal experts 

Bitcoins to this date operate in a legal gray area[47] - there have been no legal actions taken 

against any Bitcoin-related endeavour that reached any final conclusion, nor have there been 

any legislation that address any Bitcoin-like currencies[56]. 

The main problem with determining the legal status of how Bitcoins should be handled, 

is whether they are a currency, security[48][49], commodity[50], or something completely 

different. While Bitcoins are commonly referred to as a "currency" as they have many 

common characteristics of one, the legal definition requires a currency to be issued, used 

and accepted by a country[48], which is not the case with Bitcoin. 

3.2.1 Legal actions related to Bitcoin 

In the history of Bitcoin there have been only one case of a legal action taken in regards to it. 

In late 2011 MtGox, the world's largest Bitcoin exchange had their French bank account 

closed[51]. The bank claimed that Bitcoin is an electronic money, and as Macaraja 

(a company representing MtGox in France) was not a bank, it was illegal for the company 

to be handling Bitcoins. There have been a few decisions and appeals in regards to whether 

or not MtGox has a right to use its bank account for handling money transfers in regards to its 

operations, but the French court is still to reach a decision on the key issue - whether Bitcoin 

is a virtual currency or not. 

3.3 The economics experts 

There have been surprisingly few noteworthy mentions of Bitcoins in economics circles. 

Professor Krugman, one of the world's leading economists, wrote an article on Bitcoin[57], 

generally dismissing it as being just another type electronic payment system and resembling 

a gold standard - promoting money-hoarding, deflation and depression. Other economists 

similarly compare Bitcoin to a gold standard, and generally point out its flaws in comparison 

to traditional money - lack of a system that allows borrowing and lending[58], being hard 

to exchange and spend[59], and its built-in deflatory mechanics[59]. 
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There are also a few economists that believe a rise of currencies that are not owned 

by governments can be a good thing[60]. Such currencies in the past have not experienced 

rampart inflation[61], unlike for example the hyperinflation in the Weimar Republic between 

years 1921-1924. 

All in all, Bitcoins don't appear to be on the scope of too many economists as anything more 

than a curiosity or a means of investment. 

3.4 Government and politicians 

Bitcoin is viewed by some to be a project that can "topple governments" and "destabilize 

economies"[62], but by and large there is little data about any government considering Bitcoin 

as a serious threat of any kind. 

The first notable mention of Bitcoin in regards to politics was a case of two USA senators 

writing a letter to Attorney General and Drug Enforcement Administration chief, expressing 

their desire for the two organizations to take down Silk Road, a website accessible only 

through TOR that enables users to trade illegal substances for Bitcoins [63]. Bitcoin would 

also be a target for takedown, as it facilitates such anonymous trade to occur. However, 

no actions are known to be taken as a result of those letters. 

In May of 2012 an FBI report on Bitcoin was leaked to the Internet[64]. The report was 

marked as "unclassified/for official use only". It presented FBI's assessment of the feasibility 

of Bitcoin being used for various illegal activities. According to the report[3], it is probable 

that in the near future Bitcoin will become a payment option for cyber criminals, and it is 

possible that Bitcoin will be used for money laundering. Moreover, the report stated with high 

confidence that potential Bitcoin thieves will target third party services 

(such as the Exchanged) and individual users' Wallets in order to steal Bitcoins, or use botnets 

for Mining Bitcoins. Lastly, due to Bitcoin's emphasis on anonymity, it would be hard to link 

user's identity to their Address until they would exchange their Bitcoins for a fiat currency 

at an Exchange. The report in itself presents not much new information about Bitcoin, asides 

FBI's assessment of the likelihood of Bitcoin being used for various crime-related activities. 

3.5 Payment processors 

The approach of various payment processors in regards to Bitcoin is varied. In early stages 

of Bitcoin's history it was possible to buy Bitcoins through such means as PayPal[66], but 

later such activities have been banned according to PayPal's acceptable use policy[67]. While 

some other payment processors, such as Google Checkout do allow users to trade 

for Bitcoins[68], the practice is generally considered unsafe due to charge-backs[69] - a 

malicious user can purchase Bitcoins online, receive them, and then cancel the payment, 

keeping both the Bitcoins (that don't offer charge-backs), and the money. 
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3.6 The common users 

There have been many misconceptions among laymen about many aspects regarding 

Bitcoin[46]. Even security experts claim that "the first five times you think you understand 

[Bitcoin], you don't"[53], which can only be more true for non-tech-savvy users. 

Bitcoin is sometimes viewed as a Ponzi scheme[71], or dismissed as bringing no new 

innovation to online payment systems[46]. They are viewed as worthless because they are not 

backed by anything, or even being illegal because they are not a legal tender[70]. Bitcoin is 

also compared to Liberty Dollars (a privately minted silver coin that was issued to be used 

alongside US Dollar, later ruled to be illegal) and called terrorism, as they might undermine 

the legal currency of the country[72]. 

Most often, however, Bitcoin is a misunderstood concept, mistaken to be similar to such 

online payment processors like PayPal[73]. Some users view Bitcoins as something akin to 

banknotes' serial numbers and wonder how they can be divided into smaller parts[74]. 

All in all, Bitcoins aren't popular enough to be understood by most Internet users, but more 

often than not with little research their perception of the project ends up pretty close to how 

it actually works. 
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4 Research, analysis and design 

The official Bitcoin Wiki lists 17 potential weaknesses of the Bitcoin Network and the 

Standard Client [75]. This chapter aims to explore all of them, as well as some other 

weaknesses found during the research on the subject of the Bitcoin ecosystem. Each subject 

will be described, analysed, and its likelihood and potential harmfulness will be evaluated. 

4.1 Practical implementation structure 

The practical implementation of this project was divided into three parts. The first part was an 

implementation of a Block Explorer that communicated with a Standard Client using the 

Bitcoin Protocol, like any Node would. The second part took form of a Bitcoin Pool 

communicating with  the Client through JSON RPC calls.  The last part was a simple 

implementation of an eWallet that used the same interface. 

The first part of the project was developed as a way to learn all the technical aspects of the 

Bitcoin Protocol from the bottom up. It was the most challenging part of the project as it 

required handling of low-level Bitcoin-related data that turned out to be poorly documented at 

the start of the project. However, it allowed one to learn the ins and outs of all of the most 

important algorithms used by Bitcoin, instead of focusing on easy APIs available. This part of 

the project was partially successful, as there are a few operations performed by Bitcoin 

(known as the Script[76]) that are not well documented and aren't supported by any unit tests 

that could be used. However, those operations use elements that have been researched and 

weren't essential for testing, thus their implementation would only be important should one 

wish to develop a fully functional custom Client. 

The second part of the project was developed as a means of performing one of the attacks on 

the Network that could potentially destroy it - the 51% attack. It built on the libraries 

developed from the first part of the project for custom Block creation, but also expanded the 

functionality available by adding the JSON RPC commands. This part of the project is 

functional enough to perform the basic operations of a Pool - Mining Blocks, distributing 

Work and the like - without going into functionality that was not needed for testing - paying 

the Miners, user login and registration. The remaining features could be easily expanded if 

needed be. 

The last part of the project was developed as a way of testing the ease of creating Bitcoin-

powered web applications. As it turned out creating a simple eWallet using the Standard 

Client required very little time and code in order to be functional. 

4.2 Bitcoin protocol specification 

This section contains a brief overview of how the Bitcoin Clients connect to the Network and 

what information do they share. 



31 

 

4.2.1 Connecting to the Network 

During the first launch, the Standard Client first creates a new Wallet file to be used by the 

user, and attempts to connect to the Network. There are several methods for the Client to 

obtain its initial list of peers[77] - it can find peers through an IRC channel, specialized DNS 

servers, Seednodes, or connect to Fallback Nodes. 

The IRC channel has been historically the first method used by Bitcoin, but is now 

deprecated. The Standard Client would connect to a designated IRC channel and advertise its 

IP address, while at the same time gathering IP addresses of other Nodes. It would then try 

establishing connection to those Clients. 

The DNS servers[78] are services that distribute a list of known Nodes to any connected 

Client, but do not perform any other Bitcoin-related functions. 

Seednodes[79] are Bitcoin Clients that are mainly connected to in order to obtain the list of 

peers on the Network. When the Client gathers enough addresses, it disconnects from them. 

Fallback Nodes[80] are Nodes that have high uptime and a Client can connect to if they can't 

obtain peers in any other way. 

All of the above methods are hard-coded into the Client, meaning that in order to update any 

addresses, a new version of the Client needs to be downloaded. However, they are mainly 

used by new Clients that don't have a list of peers available. After the first successful 

connection to the Network, the Standard Client builds up a list of Nodes available on the 

Network that will be used in the future connection attempts. 

4.2.2 VERSION and VERACK 

After establishing a TCP connection with a peer, the Bitcoin Protocol[29] requires the Clients 

to exchange VERSION and VERACK messages. The VERSION message states the Protocol 

version the Client is using, it's local time, what services it offers, it's address, last Block 

known by the Client and some other minor fields. VERACK is sent by a peer acknowledging 

the connection. 

4.2.3 Exchange of Blocks, Transactions and peers 

After VERSION and VERACK messages, the Clients begin exchanging the information 

about their known Blocks. GETBLOCKS message is used to advertise Node's knowledge of 

Blocks. It lists the last 10 Blocks received by their hash, and then proceeds listing the other 

Blocks more and more sparsely (doubling the listing step during every iteration after 10 first 

Blocks) until the Genesis Block. The Clients compare the Blocks listen in the GETBLOCK 

message received, and begin exchanging information about the Blocks until they both have 

the same Block Chain. After the initial synchronization the Clients periodically exchange their 

knowledge of new Blocks and Transactions as they appear. Alternatively, future thin-Clients 

can only receive information about Block Headers instead of full Blocks using 

GETHEADERS message. 
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Similarly, the Clients exchange knowledge about their peers and any alerts that are 

broadcasted through the Network. 

4.3 Strength of cryptography and brute force attacks 

The security of a cryptographic algorithm depends on the size of the key used in it, as well as 

the complexity of the fastest known attack on it. They are both measured in bits. The security 

of the algorithm cannot exceed the size of its key (as any algorithm can be cracked by brute 

force attack), but can be smaller. For example, if an algorithm has a key of size 124 bits, but 

an attack of complexity 2
100

 is known, the algorithm provides a security of 100 bits. 

The largest cracked key to date was a 64-bit RC5 [82], and there are works underway to 

cracking a 72-bit RC5 [83]. It is generally accepted that algorithms that can be broken with a 

90-bit keys are insecure [4] and 124-bit keys are out of reach for any attack [85]. 

4.4 Bitcoin algorithms security analysis 

4.4.1 Random number generator 

The Standard Bitcoin Client uses a toolkit created by The OpenSSL Project for generating its 

ECDSA key-pairs. As the use of those keys is the basis of all operations on Bitcoins, it is very 

important that it is impossible to generate the same key twice. As the description for the 

OpenSSL random generator says, it implements a “cryptographically secure pseudo-random 

number generator”[86]. The  random number generator is seeded with the current time in 

microseconds and GUI events - dev/urandom on Unix, and HKEY_PERFORMANCE_DATA 

on Windows [87]. Although OpenSSL library did suffer from a vulnerability that may have 

allowed the random numbers to be guessable[88], it has since been fixed and there are no 

other known exploits to this date to compromise the security further in regards of random 

number generation. 

4.4.2 Data encryption 

The Standard Client uses AES-256-CBC algorithm for encrypting some local data. It is 

approved by National Security Agency to be used even for top-secret classified information 

[5]. However, in December of 2009 Alex Biryukov and Dmitry Khovratovich described a 

related-key attack with a complexity of 2
99.5

 [15]. 

The Standard Client can be set up to accept Remote Procedure Calls. The communication is 

not encrypted for local connections, and use SSL and TLS protocols for all other connections. 

Security of this protocol is widely analysed due to its prevalent use in Internet communication 

[91]. 

4.4.3 Elliptic Curve Digital Signature Algorithm 

The Bitcoin Protocol uses the Elliptic Curve Digital Signature Algorithm based on the Koblitz 

Curve secp256k1, as defined in SEC 2[6]. The document lists the strength of the curve at 128 

bits [6], although some other sources describe that Koblitz curves can be weaker than ECC 
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curves over Prime Fields [93]. It is generally accepted that the strength of the ECDSA 

algorithm is half of the size of the key used [7]. 

The secp256k1 curve is not described by the ANSI X9.62 or the NIST standards, and as such 

it can be considered less widely analysed. Moreover, the only application that appears to be 

using this particular curve is the Bitcoin Protocol. As such it can be viewed as both an 

advantage and a disadvantage - any curve-specific exploits would have to be developed with 

Bitcoin in mind, meaning that should any attempts at finding such weaknesses in more widely 

used curves would not affect the Protocol. 

4.4.4 Secure Hash Algorithm SHA-2 

Bitcoin Protocol uses SHA-256 variant of SHA-2 algorithm in many places. It is used for 

generating Addresses out of ECDSA public keys, creating the merkle tree of Transactions, 

and indexing all Block and Transactions, but most importantly of all it is used as part of the 

Block generation algorithm. Currently, there are no known weaknesses in any SHA-2 

algorithm, putting its strength at 256 bits. In its predecessors, SHA-0, collisions were found. 

In SHA-1, a theoretical attack with complexity of 2
51

 is possible [8]. 

Moreover, Bitcoin Protocol requires performing the hash function not once, but twice in a 

chain. Instead of simply performing SHA-256(x), SHA-256(SHA-256(x)) is used, making the 

Protocol invulnerable to length-extension attack[96]. 

Should collisions be possible in SHA-256, one could try altering the contents of the Block 

Chain, thus changing the history of operations in Bitcoin. This could force the Project to be 

altered to use a different hashing function, as well as a way to verify which Blocks were 

Mined honestly, and which are malicious. 

4.4.5 RACE Integrity Primitives Evaluation Message Digest RIPEMD-160 

Bitcoin uses RIPEMD-160 algorithm to convert a public ECDSA key into a Bitcoin 

Address[28]. While it is possible for Bitcoin to operate without this algorithm solely on public 

ECDSA keys, many Transactions use the derived Addresses as a means of decreasing their 

size [98]. As such, RIPEMD-160 is not essential to operation of Bitcoin and can be dropped if 

needed be without the need to change the Protocol. 

Collisions were discovered in RIPEMD, a predecessor to RIPEMD-160 in 2004[9], but they 

do not apply to RIPEMD-160. Should any collisions occur in the future, it would allow one to 

spend Bitcoins sent to a different intended Address, but would not affect any Transaction that 

used the public key. This would force most users of Bitcoins to send their Coins with a safe 

Transaction in order to protect them from possible theft. 
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4.5 Bitcoin Network security analysis 

4.5.1 Cancer nodes 

The Standard Bitcoin Client used to use an IRC channel in order to discover peers in the 

Network (this functionality is deprecated since version 0.6 [100]). Each connected Client 

would advertise its IP address and get the addresses of other Clients in order to establish its 

initial connections and start exchanging Bitcoin-related information. As a newly installed 

Client does not possess information about the Block Chain (just the first Block - Genesis 

Block), it would be very vulnerable to attacks when first connecting to the Network. 

The maximum recorded amount of Bitcoin Nodes in the Network is little over 60,000 in 

September of 2011 (start of the measurements), and currently it is on the level of 20,000[101]. 

Should one flood the IRC channel by connecting to it through tens of thousands of IP 

addresses, it would be likely that a new Client with no knowledge of the Network would 

connect to only the addresses used by the attacker. This would allow the malicious party to 

control all information passing to and from the Client. The attacker could easily execute 

Double-spend attacks (see 4.5.13), either by not transmitting some of the Transactions 

crediting user's Addresses to the rest of the Network, or by including them in Blocks they 

created that are not part of the Block Chain. The malicious party could also refuse to transmit 

any information from the Main Bitcoin Network to the user, effectively disconnecting them 

from it. 

From version 0.3.21 of the Standard Client, a new method of seeding peers was introduced - 

the DNS servers[78]. It is a list of hardcoded servers that seed a list of Bitcoin peers the Client 

can use. Use of those servers prevent a simple injection of malicious Nodes offered by the 

IRC channel, but instead open up a possibility of seeding new users only with a list of Nodes 

owned by an attacker that gained access to the server. Such attacks would be harder to detect, 

but should a server become compromised it can be shut down or left out from an update to the 

Standard Client if needed be. 

The Standard Client has some countermeasures to prevent the cancer node attack[106]. 

Firstly, it makes an outbound connection to only one IP address per class B network ID (1 IP 

address from possible 2
16

 addresses). Secondly, the Client uses some hard-coded IP addresses 

of Nodes known as the Fallback Nodes[80] to acquire other Nodes' IP addresses from a 

reliable source [103]. Lastly, as mentioned before, using IRC for discovering Nodes is 

deprecated[100], making this version of the attack not viable in the future versions of Bitcoin. 

The DNS servers are run by various people, so their security might differ, providing a 

potential opportunity for an attack, but they are not as easy to abuse as the IRC channel. There 

are also a few other options for getting the initial list of peers for a Client, like using hard 

coded seednodes used just for obtaining the list of peers and hard coded Fallback Nodes that 

are considered reliable and can be connected to if needed be [105]. 

The attack is only useful if all the Client's connections are linked to the malicious party. 

Should even one of them be to an honest Node, the attack would not work. This generally 
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requires the Client to either be a freshly installed one, or otherwise one not having any up-to-

date information on any Nodes it connected to in the past (possibly due to being offline for an 

extended period of time). However, due to multiple methods of seeding initial list of peers, it 

is very unlikely any attack of this matter will ever be successful. 

4.5.2 No authentication for IP transfers 

The current Bitcoin Protocol supports so called IP Transactions [107]. During this operation, 

one Node connects to a specific IP address, checks if it is a Node, and requests a Bitcoin 

Address to which it is supposed to send Coins to. As currently the IP Transactions don’t 

support any form of authentication, they are completely vulnerable to theft through a man in 

the middle attack. However, as IP Transactions are used rarely if at all by anyone and may be 

removed from future versions of the Protocol[108], the security concerns for this problem are 

insignificant. 

4.5.3 Packet sniffing 

The current Bitcoin Client does not support Node-to-Node communication encryption. As 

Bitcoin is built on the concept of sharing virtually all data between peers, there is little need 

for data confidentiality in such communication. If an attacker is able to track all incoming and 

outgoing data[113], it can detect which Transactions the Node sent without receiving it first, 

meaning it had to originate from that Node, or from some system connected to it through a 

more secure connection. As every Transaction clearly identifies what Bitcoin Address is used 

to sign it, such an attacker could find out what Addresses are stored in the Wallet on that 

particular machine. This could be later use to target specific machines storing particularly 

valuable Wallets. 

Moreover, specialised services exist that allow one to track which node relayed a particular 

Transaction. With large enough data set one could statistically analyse which Nodes are most 

likely to be holding a Wallet containing a given Address. 

An example of such a service is blockchain.info[202]. This website provides a number of 

different categories of information regarding the Block Chain and other Bitcoin activity. 

Among other data, it lists the IP of a Node that relayed a particular Transaction (if it is 

known). Analysing the data associated with one of the more actively used Bitcoin Addresses - 

15VjRaDX9zpbA8LVnbrCAFzrVzN7ixHNsC[109], one can see such activity: 
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Figure 5: An example list of Transaction relays associated with one Bitcoin Address sorted by 

the number of relayed Transactions. (screenshot from [202]) 

Indicating that when an IP of a Transaction relater was known, it most often came from the 

USA, from an IP address of 69.164.218.197. Checking that IP with another tool[110] 

uncovers that it is associated with Linode[111], a VPS hosting service. Coincidentally, the 

analysed Bitcoin Address was used by the Bitcoin Faucet[42], which was hosted on Linode 

(and whose Wallet was stolen during an infamous attack on the hosting service[112]). 

4.5.4 DoS attacks 

Standard Bitcoin Client has a moderate protection against DoS attacks [114]. The Client is 

programmed to drop connections with any Node that is sending non-valid Bitcoin data 

(information that is neither a valid Transaction, Block nor other proper message). If the Client 

establishes only outbound connections, it would be very hard to overload it with a DoS attack. 

If it accepts inbound connections, constant reconnecting would be required on the part of the 

malicious Node from different addresses. 

A malicious Node can try using proper Bitcoin Transaction messages to perform a DoS attack 

against a Node, but doing so would require a lot of Coins (see 4.5.12). 

A properly executed DoS attack against a Bitcoin Client could either disconnect that Node, or 

hamper non-malicious Transactions from being transmitted over the Network. In the first 

scenario, it is a case of a well known attack on computers, not being exclusive to Bitcoin. The 

second case is explored further in 4.5.12. 
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4.5.5 Clock drift 

The Standard Client exchanges the current machine time with its peers when establishing new 

connections. It also maintains a counter representing the median network time reported by the 

Client's peers. If the counter differs by more than 70 minutes than the Node's machine time, it 

is reset to represent the latter. 

The network time is used to determine the validity of new Blocks. Any Block with a 

timestamp greater than the current network time plus two hours is rejected (moreover, any 

Block with a timestamp smaller than the median time of the last 11 Blocks is also rejected). 

An attacker could force a clock drift against two different Nodes[116] by establishing 

numerous malicious connections with them. One node could be forced to drift its network 

time forward 70 minutes, and one backwards the same amount, creating a 140 minute 

difference between them. Should the attacker speed up the clock of some of the major Mining 

Pools, any Blocks created by them would be rejected by the Nodes with the lagging time (as 

they would be more than 120 minutes ahead). 

Clock drift attack can be used to facilitate double-spending attacks (see 4.5.13), as the attacker 

could create an alternative Block Chain that would be accepted only by the victim with the 

lagging time that would not have to compete with the valid Chain. 

If the attacker would cause one direction of clock drift against one set of Mining Pools and a 

reverse drift against another set of Pools, the attack could cause the Pools in the minority not 

to be able to generate any Blocks that would end up in the Block Chain. This would mean that 

for the duration of the attack they would not earn any Bitcoins (they would appear to have 

earned Coins, but in the end they would be lost as they would be a part of a shorter Block 

Chain fork), while still performing the same amount of work. As the profitability of Mining is 

often a small margin [115], a long-term attack could cause a lot of loss of income. 

As of the time of writing this report, no attack of this type was ever executed against the 

Bitcoin Network and documented. While it appears to be a fairly easy attack to perform with 

moderate potential of causing harm, there is a number of solutions that could be easily 

implemented to prevent it. The median network time could be ignored, using instead the 

machine time, median Block time, or perhaps median network time of some trusted Nodes. 

Should the acceptable ranges be tightened, the potential damage could be mitigated (if the 

maximum time drift difference between nodes would be less than two hours for example, the 

process of mining could not be disturbed so easily). 

4.5.6 Illegal content 

In some countries some information is illegal to possess or propagate. Examples of such 

pieces of data are the illegal numbers [117], banned books [118], or other censored material 

[119]. 

Anyone can insert arbitrary data into a Transaction that later can become a part of a Block. As 

Bitcoin relies on exchanging of all Transactions between Nodes and indefinite storage of 
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Block Chain data, once a Transaction is included in a Block it will be received and stored on 

every computer running the Standard Client. Because of this, if illegal content was to become 

a part of the Block Chain, anyone using Bitcoin could in theory face legal problems. 

Detection of illegal content in a Transaction varies depending on how it is stored. It can be 

simply inserted and dropped as a part of a script describing where to send the Bitcoins 

to[120]. In this case the Transaction can be easily picked up as non-standard and analysed in 

greater detail for possible malicious activity. 

If the data is encoded as a Coinbase Transaction, input of which is regularly ignored, 

detection of whether its content is malicious is harder. However, since there is only one 

Coinbase Transaction per Block, and in turn Blocks don’t appear nearly as often as standard 

Transactions, it can be checked more thoroughly. 

If the data is encoded as a public key to be used for redeeming a Transaction, it can be 

undetectable without rigorous scrutiny of every Transaction output.  

Lastly, illegal data of a small size could be stored directly in a Block Header in either part of 

the Merkle Root or Block Hash (up to 32 bytes each) or Nonce (4 bytes), but this would 

require generating a partial conflict of SHA algorithm on top of meeting Target requirements 

of a valid Block. One of the smaller illegal numbers, AACS encryption key [126] is 16 bytes 

long, so generating such a conflict would require an order of 2
128

 attempts, which is beyond 

the computational power of any modern supercomputers. 

Should any part of the Block Chain be deemed illegal, it would require a different version of a 

Bitcoin Client to be developed that would support pruning of data. Alternatively, one could 

use a so called Lightweight Client, which does not store full Block Chain information, just the 

information about the Block Headers and only data relevant to the given User. 

As the variety of illegal data can be quite large, screening of Bitcoin data for any such 

particular data would be very resource intensive at least. As the legal aspect of such 

information being distributed in such fashion has not been addressed, the security concerns 

connected with it are vague. 

4.5.7 Scalability 

Scalability of the Bitcoin Network to handle high volume of Transactions appear to the main 

failing of the current implementation of Bitcoin. It was mainly described by Dan Kaminsky, a 

well-known computer security expert [121]. Reaching the current transaction volume of Visa 

(2000 transactions per second) would require a creation and propagation of 1.14GB Block 

each 10 minutes [122]. Propagating such a large Block through the Network would require a 

very high speed connection (an order of 8Gb/s assuming transmission of the entire Block to 

60 peers in 60 seconds), while storing the entire Block Chain would require an increasing 

amount of hard drive space (estimating growth of 1TB per week, with hardware cost of about 

67$ [123]), not to mention the computational speed needed to verify each Transaction as it 
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arrives. Such high demand of bandwidth and storage space would facilitate an emergence of 

“supernodes”. 

A supernode would be a Node tasked with handling of all the data for other Clients. As such 

Nodes would be essential for running the Bitcoin Network in that scenario, the model would 

stop being entirely peer-to-peer, and turn into an oligopoly (a monopoly ran by a small 

number of parties, instead of one party). 

The current implementation of the Bitcoin Protocol does not support such scalability. As a 

standard Transaction on average is at least 0.23kB in size and the maximum Block size is 

1MB, the entire Block would be filled at most with 4348 Transactions. As each Block should 

be generated every 10 minutes, the Protocol can handle about 8 Transactions per second. The 

current peak usage of Bitcoin was about 14,000 Transactions in a day [124], averaging to 

about 0.16 Transactions per second. 

A way around the issue of scalability could be a model similar to the one used by banks. Each 

“Bitcoin bank” could manage its user’s Bitcoins using a small amount of Addresses, which 

would store all the Coins owned by all the users of a given bank. Banks would communicate 

with one another over a secure channel about the transfers between the banks, and settle the 

differences in the balance once every set amount of time, thus decreasing the amount of 

Transactions that would be relayed over the Bitcoin Network. 

If this potential weakness of Bitcoin was left unaddressed while Bitcoin would rise in 

popularity, it could hamper the effectiveness of the system. However, the issue is not pressing 

enough to take any decisive actions yet. With the emergence of both bank-like functionality in 

the Bitcoin infrastructure (in the form of Exchanges and eWallets), and a supernode-like 

structures (the Overlay Network [65]), it is unclear which solution will be more popular in the 

future. 

4.5.8 Segmentation 

As Bitcoin is a peer-to-peer system and does not have a central authority to resolve disputes 

about data integrity, every Client has to perform that task. Under normal conditions, a Node 

receives data on the new Blocks from its peers and uses the Block Chain as a measure for 

which Transactions are confirmed and which are still to be included in a Block. In case of a 

fork in the Block Chain, the longest Chain is considered safe and all transactions that were a 

part of the shorter Chain and were not found in the longer one are treated as if they were never 

a part of a Block. 

Should the Bitcoin Network become segmented, that is the interconnected peers could be 

divided into two or more groups that have no connection to one another, one could encounter 

new problems with Transaction confirmation. During segmentation Clients operating in each 

Network segment would preserve and build upon their own history of the Block Chain, which 

would be forked from other Chains at the beginning of the segmentation. Transactions in a 

segment could appear to be confirmed, but later loose that status when two segments would 

reconnect and the shorter Block Chain would become invalidated. If the shorter Chain would 
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be smaller than 120 Blocks, all Transactions could be safely included in newer Blocks of the 

longer Chain (save for double-spends, see 4.5.13). If the invalidated Chain was longer than 

120 Blocks however, Coinbase Transactions would mature and could be spent. When the 

Chains would be merged, all of those Transactions would be invalidated, along with every 

Transaction originating from their outputs. 

Network segmentation is a very unlikely scenario, which would require segmentation of the 

Internet, by for example one country cutting itself off from the rest of the world. Such an 

occurrence would probably not go unnoticed, so one should assume that no Transaction is 

confirmed in the smaller segment. 

Even if a single connection between two segments would exist, it would still be enough to 

maintain a consistent Block Chain. Because of those very strict requirements this potential 

weakness is not a problem that is likely to occur. 

4.5.9 Attack on all users 

Every Node connected to the Bitcoin Network readily broadcasts its IP address over Bitcoin’s 

dedicated IRC channel and to other Nodes of the Network. As such, every Node is vulnerable 

to various forms of attacks, be they online (such as DDoS), or offline (such as a legal 

persecution). Such attacks on users are analogous to the ones faced by users of peer-to-peer 

file sharing programs, such as BitTorrent, that engage in illegal activities. 

The Standard Client provides functionality to connect to the Network through a SOCKS4 

Proxy, or the TOR network. If using the former, user's anonymity might not be ensured, as the 

proxy server can keep information on the connected users (especially when it is paid), and 

allow it to be disclosed to a third party. Using TOR gives the user a far greater anonymity, 

although it limits the Client functionality. 

The Standard Client connected to the Network through TOR is not able to establish incoming 

connections. It can only make outbound connections to other Nodes[125]. As such if Bitcoin 

is widely prosecuted all around the world and all users are forced to use TOR, the Network 

would not be able to function. Such a wide scenario is currently very unlikely. However, local 

prosecution could be more likely. As the legal status of Bitcoin is currently "untested"[47] (no 

legal actions or legislations have been taken in regards to any Bitcoin-related activity), it is 

uncertain whether any users will be persecuted for using Bitcoin. 

4.5.10 Dropping transactions 

As every Bitcoin Node is free to act however it desires within the boundaries of the Bitcoin 

Protocol, some malicious Nodes can opt to transmit only certain transactions discriminating 

against the rest[127]. Moreover, any Mining Pool is also free to include any and all valid 

transactions in the Blocks it creates. 

As the Standard Client usually makes 8 outbound connections to other Nodes (not counting 

any possible inbound connection), in order for malicious Nodes to be able to successfully stop 

certain Transactions from propagating through the network they would have to be in vast 
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majority. This would be possible with the use of cancer nodes (see 4.5.1), a very popular non-

standard Client, or a malicious code being introduced into the Standard Client. A simple 

workaround could solve this problem if it was to ever arise by encouraging the Clients to 

relay their Transactions to some trusted fallback nodes. 

While Bitcoin Pools that discriminate against some Transactions can’t stop them from 

propagating through the Network, they can delay them from having any confirmations until 

they are part of a Block mined by another Pool. Each time the malicious Pool solves a Block 

before other pools, the Transaction gets delayed further. Should the Pool have a majority of 

computational power, however, any Transaction could be delayed indefinitely (see 4.5.11). 

As Transaction fees are an additional source of revenue for the Pool solving a Block (on top 

of generation reward), not including a Transaction with a fee in a Block penalizes the 

malicious Pool. Even the inclusion of a Transaction without fees does not incur additional 

costs (asides hashing the Transaction and constructing a merkle tree with it as one of the 

leaves, computationally insignificant in comparison to solving a Block). Thusly this behaviour 

is counterproductive, unless carried out for reasons other than profiting at full potential from 

Mining. 

Such malicious Pool activity was not seen in the Bitcoin Community until recent times [128], 

when a single Miner started producing Blocks without any additional Transactions. The 

problem was discussed by Satoshi Nakamoto in June of 2010 [129], suggesting that additional 

measures can be taken if it ever becomes a problem. However, unless the malicious Pool 

gains a large amount of computing power, such activities might at most be disruptive, but not 

destructive to Bitcoin’s functionality (see 51% attack 4.5.11). 

4.5.11 51% attack 

The security of the Block Chain depends on the amount of processing power of all the Miners 

in the Network. The 51% attack [130] assumes that a malicious attacker could secure and 

sustain a computing power bigger than all the other Miners combined. This would ensure with 

a high probability all the Blocks created will come from the attacker. Controlling the majority 

of the computational power would allow the attacker to: 

 Control which Transactions will be included in the Block Chain 

 Negate all mining effort done by any other Miner 

 Reverse any and all Transactions that were included in any recent Block 

This attack stems from the fact that the Bitcoin Client will always prefer to use the longest 

correct Block Chain if contrasted with a shorter Chain. An attacker controlling most of the 

computational power of the Network will eventually build up a longer Chain than any other 

Miner. 

The attacker need not send all of its Blocks at once. Should it mine two Blocks ahead of any 

other Miner, it can store the Blocks and wait for any other Miner to advertise its newly 

created Block. Then, upon receiving that single Block, the attacker could release two of its 
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Blocks, creating a fork in the Block Chain. As the attacker’s Chain would be longer, the 

honest Miner’s Block will be discarded, and all Transactions included therein will be recycled 

by the Network. As all the Blocks that will be used by the Network will come from the 

attacker, they decide on which Transactions, if any, will be included in the Block Chain. 

Should the attacker choose to reverse any Transaction that is already included in the Block 

Chain, they would have to start overriding the Blocks starting from the one holding the given 

Transaction up until the current Block and then one more. Depending on how deep the 

Transaction is in the Block Chain, the process could take a considerable amount of time. 

The amount of time on average required to reverse a Transaction can be calculated from a 

formula: 

  
               

                         
 

Where t is the time, Speed1 is the computational speed of the attacker (in Shares per second), 

Speed 2 is the speed of the other Miners, Difficulty is the Difficulty of the Blocks (how many 

Shares it takes to solve the Block on average), and NumberOfBlocks is the number of Blocks 

one would need to override at the start of the attack. 

As the computational speed of the Bitcoin Network at the time of the writing is 10.5THash/s 

[131], and the most cost-effective graphic card for mining is ATI 6950 (costing about $230, 

consuming 840Watts and giving 344MHash/s). It would require 30523 such graphic cards, 

costing over 7 million dollars (plus the cost of non-graphic card hardware) and consuming 

25.6MW of power just to meet the current Network computation speed. 

Given the cost of the attack, it is very unlikely to occur, but if sustained could cripple the 

normal operations of the Bitcoin Network. An attacker holding the majority of the 

computational speed of the Bitcoin Network effectively holds all of the computational power 

of the Network, turning it into a semi-centralised network. 

There exists a possibility that a 51% attack could be launched by using a botnet [132]. 

Currently the biggest reported botnet is estimated to consist of about 230’000 computers 

[133]. However, as few of the older graphic cards support OpenCL which is used for effective 

mining, it is unlikely that many of the infected computers could reach any meaningful 

hashrates. A top-of-the-line CPU reach about 20MHash/s[30], putting the biggest botnet a 

potential speed of 4,6THash/s. Given that most computers would not use such hardware, the 

actual figure would likely be an order of magnitude smaller, however no specific data on the 

subject was found. 

4.5.12 Spamming transactions 

A malicious Node can try disturbing the Bitcoin Network by broadcasting a lot of valid 

Transactions [134]. In order to do so, it would need to have access to unspent Transactions 

and private ECDSA keys able to spend the Coins. However, the Standard Client requires most 
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Transactions to pay a fee[135] based on its size in order to be relayed. Which Transactions are 

to be relayed to other Nodes depends on the size of Transactions the Client knows about that 

are not part of a Block, as well as taking into consideration the fee and the age of the input of 

the Transaction. 

Should the current size of all Transactions to be included in a Block be less than 27kB, the 

Standard Client will relay any known Transaction, even if it pays no fees. If the size is 

between 27kB and 250kB, the Client will relay transactions that pay a fee of 0.01BTC per 

1kB of Transaction size. Between sizes 250kB and 500kB, the minimum fee is calculated as 

follows[136]: 

    
                           

   
         
     

 
 

Where BlockSize is the size of the Block with the new Transaction included and StandardFee 

is the standard fee for a Transaction (0.01BTC per 1kB) and TransactionSize is the size of the 

Transaction to be relayed. The table below shows sample costs of transmitting a Transaction 

of set size depending on the current size of the Block. 

 
  Transaction size in kB 
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1 0.00 0.00 0.00 0.00 0.00 0.56 1.25 3.34 7.54 20.20 

2 0.00 0.00 0.00 0.00 0.00 0.56 1.26 3.36 7.58 20.41 

5 0.00 0.00 0.00 0.00 0.00 0.56 1.27 3.39 7.69 21.05 

10 0.00 0.00 0.00 0.00 0.21 0.57 1.28 3.45 7.89 22.22 

20 0.00 0.00 0.00 0.11 0.22 0.58 1.32 3.57 8.33 25.00 

50 0.01 0.02 0.06 0.11 0.23 0.63 1.43 4.00 10.00 40.00 

100 0.01 0.03 0.06 0.13 0.26 0.71 1.67 5.00 15.00 - 

200 0.02 0.03 0.08 0.17 0.36 1.00 2.50 10.00 - - 

300 0.03 0.05 0.13 0.26 0.56 1.67 5.00 - - - 

400 0.05 0.10 0.26 0.56 1.25 5.00 - - - - 
Table 1: Minimum fee (in Bitcoins) to send a Transaction of a given size, based on the current 

Block size. 

Moreover, the Standard Client will not relay Transactions that would make the Block reach 

500kB. However, as many Transactions currently don’t pay any fees, a potential attacker 

could prevent such Transactions from being relayed by sending a 27kB Transaction (or 

multiple Transactions adding up to 27kB) themselves each Block. Creating artificially padded 

Transaction is quite easy, but requires custom software[137]. However, it is possible that the 

Standard Client prioritises Transaction relaying depending on "Bitcoin Days Destroyed"[138] 

(a measure of age of Coins in a Transaction), meaning that non-malicious Transactions can be 

transmitted first, rendering the attack less harmful. 
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4.5.13 The "Finney" attack / Double-spend attack 

As Bitcoin is a distributed system, sometimes conflicting data can appear in the Network. The 

“Finney” attack [139] is a method exploiting this weakness. It is performed by creating two 

Transactions claiming the same input Transaction (operating on the same Coins), first 

crediting the Bitcoins to the victim of the attack, and second, crediting the Bitcoins to the 

attacker. The first Transaction is sent to the Node owned by the victim, while the second 

Transaction is propagated through the Network to be included in a Block, or even pre-mined 

into a Block that is not yet propagated. The victim’s Client will display the Transaction as a 

“0 confirmation” Transaction, adding to victim’s balance, but warning that the Transaction is 

not a part of any Block yet. Later, when the attacker transmits the pre-mined Block[140], or 

the second Transaction is included in a Block, the Transaction will become invalidated; the 

Coins will disappear from the victim’s account and appear in the attacker’s account. 

This attack can be used as an equivalent to a malicious credit card chargeback. The attacker 

will profit from it should the victim transfer something of value to him or her before the 

victim’s Transaction will be invalidated. As usually such conflicts would be resolved when 

the next Block appears in the Block Chain (usually under 10 minutes), the attack would be 

useful only for fast operations, such as micropayments or purchasing of virtual goods. 

The consensus in the Bitcoin Community is that any Transaction that has less than 6 

confirmations or was included in a Block less than an hour ago should not be considered 

“confirmed”. Following this rule would ensure that no attacker could reverse the Transaction, 

unless he or she possessed most of the computing power of the Bitcoin Network (see 4.5.11). 

Up to this date the longest Block Chain fork was 4 Blocks long [141], not counting the fork 

created by a bug in the Standard Client [70]. However, as many online purchases in the recent 

years take form of quick microtransactions, expecting the user to wait for an hour while the 

Transaction is confirmed could negatively impact the user’s experience. It is accepted that 

Transactions on small amounts will not be a target for a sophisticated double-spend attack, as 

the payout will not exceed the costs to the attacker. The simple Finney attack (that doesn’t 

require the attacker to mine the Block by themselves) will generally be detected in a manner 

of seconds (Bitcoin Network is believed to have a couple second latency [142]), making such 

simple precautions sufficient for smaller Transactions. As the Standard Client will not 

transmit new Transactions that conflict with any Transaction already known[143], it is also 

safe to assume that if a double-spend attempt was not detected within a couple seconds, it will 

not take place under normal circumstances[144]. 

4.6 Bitcoin applications security analysis 

4.6.1 Standard Client 

4.6.1.1 Wallet security 

From Standard Client’s initial v0.1.0 release in January of 2009 up until release of v0.4.0 in 

September of 2011 the Standard Client provided no encryption of its Wallet.dat file 
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whatsoever. Gavin Andresen, one of the core developers of the Bitcoin Project explained that 

it was due to the fact that if one’s machine is infected by malware no software can keep data 

on it safe. Moreover, for a majority of Bitcoin’s development, Coins were not worth stealing, 

as they presented almost no value [145]. 

In more recent versions of Bitcoin[146], the Standard Client offers an option of encrypting 

user's private ECDSA keys using the AES-256-CBC algorithm[147]. The key used for 

encryption is derived from user's passphrase using SHA512 and OpenSSL's 

EVP_BytesToKey and a dynamic number of rounds determined by the speed of the machine. 

Such encryption should be adequate for most users (see 4.4.2), provided they use a secure 

passphrase. 

4.6.1.2 Rival/malicious Client code 

The Standard Client is the most popular Bitcoin Client used currently[148]. However, there 

are a few other Clients already available, and in the future the number can increase. Should a 

non-standard Client become very popular it could disrupt the Network, or cause harm to the 

users. Similarly, should the Standard Client include some malicious code obfuscated from the 

users (for example, by only being included in the executable and not the source code), the 

effects could be similar. 

A malicious Client could act like a standard malware - stealing personal data, passwords, user 

information and the like. Moreover, it could try controlling some aspects of the Bitcoin 

Network. The Client could only accept Transactions from the same Client type, discriminate 

against the propagation of some Block information (perhaps from Pools running non-

malicious Clients), or alter the Bitcoin Protocol (for example, by not using a decreasing Block 

reward scheme). It could also try performing some other attacks on the Network, like the 51% 

attack (should the majority of Pool hashing power be using the malicious Client), Finney 

Attack, or similar. 

Should a malicious Client rise in popularity, it can be used to harm the Network and the users 

in a variety of fashions. However, should any attacks or exploits be linked to a particular 

Client, it could quickly loose in popularity and be rendered harmless. 

While there are few statistics on the popularity of alternative Clients[148], they don't appear 

to be too prevalent. An analysis performed by one website lists the versions declared by 

particular Clients connected to at a given day[149] suggests that a lot of Bitcoin users run old 

version of the Client (see Figure 6 - the current version of the Standard Client correspond to 

number 60000, while any number below that indicate older or alternative versions). The 

website indicates that about the same number of Clients report having Protocol version 

"60001" as version "60000". The latter is a version used by the newest Standard Client, while 

the former can be assumed to be alternative Clients. However, the data was taken from about 

2.5% of Clients that were reported to be online at that day, meaning that it can be off. 

Comparing the download data for the various popular Clients[150][151][152] suggests that 

the Standard Client is downloaded over 30 times as often as other ones. 
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Figure 6: An analysis of 3596 Clients out of 146507 that were online on 16th May 2012. 

(image from [149]) 

4.6.2 Pools 

4.6.2.1 Facilitation of double-spend attacks 

While the Standard Client prevents double-spend attack attempts by preferring to broadcast 

the first of the conflicting Transactions it receives[143], and similarly only includes it in any 

potential Block it creates, anyone can alter the Client code to facilitate exploitations. Should a 

Pool be running a modified Client that would choose Transactions with the highest fees to 

include in the Block, rather than the newest one, it would allow one to easily perform double-

spend attacks that would be hard to detect [144][155]. An attacker would only need to 

transmit the malicious Transaciton directly to the Pool and hope it becomes a part of a new 

Block. The Pool would not need to reveal its information about any Transaction, so any 

services looking for double-spends could not receive any warnings before a new Block with 

the malicious Transaction would appear. 

As of the time of writing, no Pool has been known to facilitate such exploits. While some 

Pools have been modified to accept non-standard Transactions[156], those alterations do not 

appear to enable easier double-spend attacks. 
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4.6.2.2 Inquiring data indirectly 

It is possible for a Pool to gather some data about its Miners indirectly. Most notably, one can 

get the IP addresses of the machines, as well as inquire the speed of the Miners. The latter is a 

common practice for most if not all of the Pools. 

As the Mining Pools pay the Miners based on proof-of-work submitted by them, it is easy to 

estimate the computing power possessed by the machine. In order to earn Bitcoins, each time 

a Miner solved a Block for Difficulty of 1 (called a Share, a Block of Difficulty often many 

orders of magnitude higher than the Difficulty that would produce a valid Block), they submit 

it to the Pool in order to be credited. The formula to estimate the Miner's speed is: 

  
     

 
 

Where H is the hashrate of the Miner, S is the number of submitted Shares and T is the 

timeframe the measurement was carried out in. 

The calculated speed of all the Miners is usually publicly shared by the Pools on their web 

pages as a means of attracting new users. With the pay of the Miners tied up to the proof of 

work, it would be impossible to obfuscate the hashrate without suffering economical losses. 

Combined with the IP address of the Miner which can be obtained from the work requests 

sent by them, one could potentially target the most powerful machines with traditional attacks 

and malware. However, as the high-end dedicated Miners are often not used for any other 

activity, compromising them can be hard. 

If a Miner would wish to conceal their IP, it is possible to get work from the Pools through a 

proxy or the TOR network[157]. However, this would decrease the performance of the Miner 

due to higher latency. 

As such, the data a Mining Pool can inquire indirectly about the Miners is not significant and 

potential for abuse is negligible. 

4.6.2.3 Financial security 

As the Mining Pools are the services that handle money creation in the Bitcoin Network, there 

is room for a few attacks and exploitations regarding the Coins they take care of. 

Since the Mining Pool is not required to share any of its data publicly asides distributing 

work, broadcasting new Blocks and paying out the Miners' earnings, it is easy for the Pool 

operators to secretly cheat its Miners of some of their work. 

Each Pool keeps track of how much work each Miner has done in order to pay them a fair 

amount of Bitcoins earned with their submitted Shares. Should the Pool add a few bogus 

workers to its logs that would be credited with Shares they did not create, the owner of the 

Pool could take unfairly earned Coins as a fake legitimate Miner. Alternatively, the Mining 

Pool can create a second Bitcoin Node that would be ready to generate Bitcoins. Every so 
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often right after a new Block is found in the Network, the Pool could reroute some of the 

Node's work to its Miners to solve. As during the short interval after a new Block is 

discovered some proofs of work are expected to be rejected by the Pool, injection of such 

work would be hard to detect. Should a Miner solve the work, the profits from the second 

Node would not be shared with the Miners and go right to the Pool owner[158]. 

Such attacks would only be detectable through means of statistical analysis of one's earnings 

in a given Pool that could be performed using for example a Mining Calculator[159]. Should 

one be receiving less Coins for the work done at a Pool than would be fair, a malicious 

activity could be suspected. One should also, however, take into account the possible small 

loss of money due to network latency, Pools' software inefficiency and so forth. 

As many Pools often display information about the combined computing power of the Pool's 

Miners and statistics about Blocks generated, one could also perform statistical analysis of 

that data to figure out whether a Pool is cheating its users.  

 

Figure 7: Graph of Pool "luck". Orange points represent how many shares are expected to 

appear per given Block. Blue points represent the actual amount of shares that was reported 

for a given Block. (image from [158]) 

One such notable analysis [158] showed that a Pool has cost its users about 7876BTC over a 

period of under two months. According to the Pool's reported hashrate in that time it should 

solve 2432.53 Blocks, while it actually solved 2275. The probability that a Pool would only 

solve 2275 Blocks while it should solve 2432.53 is 0.0675%. Such low probability clearly 

shows that either the Pool is engaging in a malicious activity, has some internal inefficiencies, 

or its calculations of its own hashrate are wrong or exaggerated. 

 

Another important aspect of financial security of both the Bitcoin Pools and Miners connected 

to them is the security of Bitcoin Wallet used by the Pool. As the Pools send out payments on 

regular basis (and often also on demand of any user), the Pool needs to have access to those 
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funds at all times. As those Coins are often stored in the machine running the Client required 

for operating the Pool, the Wallet is vulnerable to theft at all times. 

In recent Bitcoin history there was a notable case of a VPS host Linode[111] being 

hacked[198]. It was hosting  three well-known Bitcoin websites - the Bitcoin Faucet[42], 

Bitcoinica[164], and one of the earliest Pools - Slush's Pool[112]. As a result of Linode's 

hack, 46,703BTC were stolen[162] from unlocked Wallet files, including 3,094BTC from 

Slush's Pool. The Pool's owner decided to cover all the stolen Coins from his own money, so 

as not to burden his Pool's Miners. 

This incident shows that the Pools need to be weary of the danger of their Wallet files being 

stolen even from the most secure systems, and that one should ensure one's private keys are 

properly secured in case of their system being compromised. Moreover, it shows the necessity 

of not storing all of one's Bitcoins in a "hot Wallet", but only keeping a safety buffer of Coins 

on a system that's always on and moving the excess money onto a Wallet stored on a device 

that most of the time is offline. 

4.6.2.4 Data security 

The Bitcoin Mining Pools are entrusted to safely store some information about their users - 

their passwords, emails, Addresses they use for withdrawals, as well as information regarding 

their earnings. There are Pools that minimize the amount of information they require of their 

users[163], but it is possible that even more information might be required by some Pools in 

the future. 

As with all web applications, users can only trust the service providers not to use the 

information they provided in any malicious ways. Mining at a Pool that compromises their 

user security can lead one to easily link user's identity (in a form of their email) to their 

Bitcoin Addresses provided to receive payments, and thus possibly link them to the various 

Transactions they financed from the Bitcoins earned in a Pool (see 4.2.7). Moreover, as many 

people on the Internet use a handful of passwords for all their online activities[10], it is 

possible that some of them might one day sign up for a malicious Pool with a password that 

compromises their security. Such threat, however, is not Bitcoin-specific. 

4.6.2.5 Pool hopping 

A notable vulnerability of early Pools was so called "pool hopping"[165]. It is an attack 

exploiting the reward scheme used by the Pools (often referred to as "Proportional" reward 

system). Early on each Pool upon solving a Block would tally up all the "shares" (a proof of 

work for hashing Blocks in a Pool) submitted since the last time the Block was solved and 

divide the Mining reward between all the participants proportionally. The duration between 

two Blocks solved by a given Pool is often called a "round". Due to the reward system, each 

new share decreased the value of all shares until the next solved Block. 
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Where SW denotes how much a share is worth, BR is the Block reward for solving a Block, 

an NSS is the number of submitted shares since the last Block solved by the Pool. 

Should a Pool be "lucky" and solve a Block quickly, each share would be worth more, than if 

it took the Pool longer to solve a Block. As multiple Pools were available offering the same 

reward scheme, a malicious Miner could "hop" between them, mining only at the Pool that 

recently solved a Block expecting the Pool to solve the next Block quickly. This way all the 

shares submitted by the Miner would be worth more than usual. When performed properly, 

pool hopping can increase the amount of Bitcoins earned by the malicious party on average by 

28% [11], decreasing the reward for honest miners accordingly. 

As a way to prevent such malicious activity, a number of different reward schemes were 

implemented[12]: 

 PPS - Pay Per Share - The Pool sets a fixed reward for each submitted share. The Pool 

gains money when Blocks are solved quickly, but loses money when they are solved 

slowly. 

 Score method - Similar to the Proportional scheme, but each share is given a different 

weight which depends on how long a given round lasts. The longer the round, the 

more each share is worth, to compensate for the decrease in share worth in the 

Proportional method. 

 PPLNS - Pay Per Last N Shares - Similar to the Proportional scheme, but the Pool 

only pays for the last N submitted shares, discarding any older work. 

 SMPPS - Shared Maximum Pay Per Share - The Pools pay per each share like in the 

PPS scheme, but it builds up a buffer of rewards during the "lucky" rounds, and uses 

that buffer during "unlucky" rounds. When the buffer is depleted, payments are 

delayed until more funds are secured. 

There are many more reward schemes proposed[12], but not all of them are used by the 

Pools[168]. 

4.6.2.6  “Moral security” 

As is the case with many popular new ideas, a number of projects appeared over the years 

since the inception of Bitcoin that mimic the project. They are collectively called “Alternative 

cryptocurrencies”, or “AltCoins“. Many of them offer identical features as Bitcoin with only 

cosmetic alterations. 

An important step in the development of AltCoins was the introduction of Merged Mining. It 

is a system allowing one to create Alternative Blocks while mining for Bitcoin Blocks at 

virtually no additional cost to either of the Networks. It is accomplished by including a special 

Transaction into the Bitcoin Block to be mined that contains a hash of the Alt Block to be 

mined. If the Miner solves the Block at the difficulty of the Alt Chain, the Block is used to 
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create the Alt Block, and if the Miner solves the Block at the difficulty of the Bitcoin Chain, it 

is used to create the Bitcoin Block. It effectively gives the AltCoins that support this 

mechanism a lot more computing power from any Bitcoin Miner that decides to Merged 

Mine, rewarding the Miner with AltCoins. 

However, supporting Merged Mining before the AltCoin builds up a decent computational 

power leaves that Alt Chain open to 51% Attack (see 4.5.11). One such example of this was 

an AltCoin called “Coiledcoin” , which supported Merged Mining from the start. An active 

user of the Bitcoin community going by the nickname of Luke Jr. who owns one of the major 

Mining Pools, called Eligius[163], used the computational power of that Pool to launch an 

attack on Coiledcoin. Due to this, the AltCoin was effectively destroyed. Luke Jr. later 

admitted that he did this to protect “Bitcoin’s reputation”[199]. The miners connected to his 

Pool were not informed about their computational power being used for the attack until it was 

already over. 

As such actions are quite infrequent in the Bitcoin community, they remain in the “moral gray 

area”. It appears that most Miners don’t care about what their computing power is used 

for[169], as long as they are properly reimbursed. As such few Mining Pool operators appear 

to be actively proclaiming their stance on what their Miners' computational power is used 

for[170]. If a Miner wishes to be free of any potential abuse of their hashrates, they have an 

option of using P2Pool[171]. 

4.6.2.7 Malicious use of miners 

It is possible for a Mining Pool to require its miners to use a custom Mining software. Such an 

activity would expose the users to various exploits common with all malicious software - 

creating a bot-net, key logging and so forth. However, due to the nature of Mining, the 

hardware of a computer used for Mining often contains one or more high-end graphic cards. 

As such, the Miners can be used for such malicious activities that can be highly paralleled, 

like password cracking[172][13]. 

This form of malicious activity is currently very unlikely in the Bitcoin infrastructure. Almost 

no Pool offers a custom Mining software[174], and even the ones that do give the option of 

using a few of the more popular Miners. This is partially due to high optimization that is 

preferred in the software to earn the most amount of money possible - custom software might 

not be as efficient as a dedicated one. Moreover, a lot of Bitcoin community appears to be 

relying on the reputation of the developer of the software when choosing between various 

alternatives. Because of this any software that will be found out to perform malicious activity 

would most likely quickly lose its user base.  

Moreover, it is very possible that in the near future a lot of Bitcoin Mining activities will shift 

from GPUs to FPGAs(Field-programmable gate arrays) or ASICs (Application-specific 

integrated circuit)[32]. As such using custom Mining software for such devices can become 

quite hard (in case of FPGAs), or impossible (in case of ASICs). As such the malicious use of 

Miners for any algorithm not identical to Bitcoin's hashing algorithm can become very 
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unlikely (however see 4.6.2.6 for potential malicious use of Miners according to the 

algorithm). 

4.6.3 P2Pool 

P2Pool[171] is a decentralised Mining Pool that works by creating peer-to-peer networks of 

Miner nodes. It allows smaller Miners to work together to create new Blocks and share the 

rewards without relying on a centralised service and paying its fees. As such it negates most 

of the problems associated with traditional Pools, while retaining more frequent but smaller 

rewards than a Miner would experience Mining alone. The reward scheme used by P2Pool is 

invulnerable to pool hopping[176], and each Miner in P2Pool works independent from all 

others to prevent abuse. 

4.6.4 Exchanges 

Bitcoin Exchanges are a very important part of the Bitcoin ecosystem. They give Bitcoins 

higher liquidity and to a great degree - their value[177]. As Exchanges deal with a lot of 

money and Bitcoins each day, they are prime targets for a lot of attacks and thefts[3]. 

4.6.4.1 Data/identity security 

While most Bitcoin Exchanges offer their users easy way of signing up, requiring only the 

most basic information, the scope of what a user can do is sometimes limited until they prove 

their identity[178]. In order to withdraw any traditional money, the users usually have to 

provide their bank information, which could lead to the person being linked to their Bitcoin 

activities [3][180]. 

Moreover, the Exchanges usually are provided with their users' passwords and emails upon 

registration, which can be used for various malicious activities as discussed in 4.6.2.4. 

It is possible that some Exchanges do not protect their users' information properly, which in 

case of security breach can lead to that data being stolen and used maliciously by the 

attackers. There has been one notable case of an Exchange database being compromised, 

leaking information about over 61,016 accounts[181]. Most of the records contain a valid 

email address in plaintext and a Unix MD5-based crypt() hashed passwords (1,765 are plain 

MD5, unsalted, non-iterated hashes), all linked to a plaintext username. Surprisingly, the 

database is still available on Freenet almost a year later[182]. 

No other cases of such handling of users' data at any Exchange has yet been known, but in 

light of some of the Exchanges being handled poorly it might just be a matter of time (see 

4.7.3.1). 

4.6.4.2 Financial security 

The Bitcoin Exchanges are primarily charged with keeping their users' money and Bitcoins 

safe, thus they should be held responsible with securing them from theft or loss. However, 

there have been a number of notable incidents that resulted in a lot of Bitcoins being stolen or 
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lost[183]. There have also been similar cases involving traditional currencies[184]. The most 

notable of them were: 

 MtGox - 25,000BTC were allegedly transferred out of their users' accounts[185]. 

MtGox assumed no responsibility for this incident, as the thieves used users' correct 

login and password to make a withdrawal. Soon after a lot of Bitcoins were sold off, 

crashing their value from around $17.50 to $0.01 per single Bitcoin, so a hacker could 

move more Bitcoins out of accounts under a $1000 equivalent per day withdrawal 

limit[185]. That incident caused MtGox to shut down its operations for awhile and roll 

back any operations performed during the attack. It is unclear how many Bitcoins 

were moved out of MtGox's accounts, but it is believed it was about 650BTC, while 

the 25,000BTC were moved from users' accounts into the hacker's account[183]. 

MtGox claims that only a small amount of Bitcoins were stolen and the affected user 

was reimbursed[188]. 

 Bitomat.pl - The Exchange lost about 17,000BTC[189] due to their Wallet file being 

deleted from Amazon EC2 upon system restart. The Bitcoins were refunded to the 

users later, after Bitomat was taken over by MtGox. 

 Bitcoinica - Bitcoin's first exchange that enabled leveraged speculation had over 

43,000BTC stolen as a result of Linode VPS hack[162] and later got another 

18,547BTC stolen due to unknown reasons[191]. 

 TradeHill - This Exchange's payment processor, Dwolla, removed over $100,000 

from their account without notice[192]. Because of this the Exchange had to shut 

down and is taking legal actions against Dwolla[193]. The Exchange reimbursed all of 

their clients' funds. 

As it stands there have been a lot of cases of money or Bitcoins being stolen from exchanges, 

but the common users were in most cases unaffected by them. This appears to be the only sure 

way for such sites not to lose popularity and goodwill of their users. 

The Exchanges are and probably for a long time will remain the prime target for hackers 

wanting to steal Bitcoins[3], as they generally have many Coins stored in a single Wallet. If 

Bitcoins are expected to grow in popularity, the safety of the Exchanges will have to be 

increased. 

4.6.5 Other applications 

4.6.5.1 eWallets 

An eWallet is a web service that offers the users an access to an online Bitcoin Wallet. It 

allows the users to send and receive Bitcoins without the need to install any application on 

their computer and maintain the Block Chain on their machines. eWallets allow the users to 

have access to their Coins from anywhere, but they potentially are more vulnerable to Wallet 

theft. 
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As with any online service, eWallets have to provide the users with secure access to their 

data, while protecting it from any malicious party. It is fairly easy to create a very basic 

eWallet with the use of the Standard Client (a sample one was created for this project in a 

day), but ensuring the security of data can often be neglected by the programmers (see 

3.7.1.1). 

4.6.5.2 Web stores and other 

There are a number of websites that support payments in Bitcoin[194], some being devoted to 

just operating in Bitcoins, while others just using them as one of the payment options. 

However, due to the amount of anonymity offered by the Protocol and irreversibility of 

Transactions, Bitcoins are a good target for scams[195]. It is easy to fathom a malicious entity 

setting up a website offering attractive goods and services paid only in Bitcoins, getting some 

users to pay them and then disappear without a trace. Using Bitcoins for this is easier than 

using traditional payment processors, as user identity is not linked to their Address, and once 

a Transaction is a part of a Block, it is virtually impossible to reverse it. 

Moreover, some Bitcoin websites clearly offer goods and services that would be illegal under 

most if not all circumstances. There is a number of Bitcoin online casinos that don't appear to 

be regulated by any regulations[196], pyramid schemes[190], or even offer drugs[187] or 

even weapons[186]. While most of them offer a high degree of anonymity by requiring little 

user information and supporting TOR, it is possible that a determined party could try to track 

some of the users that engaged in illegal acts (for example, by offering fake goods that could 

be tracked to the person who receives them). Because such high-anonymity markets are a new 

phenomenon enabled by the invention of Bitcoin, it is unclear what actions can be taken by 

appropriate authorities against them. 

4.7 Bitcoin ecosystem security analysis 

4.7.1 Alleged theft of wallets 

Bitcoin's heavy emphasis on anonymity makes it hard for anyone to verify who is the owner 

of a given Bitcoin Address. Because of this anyone can send all of the Bitcoins from their 

Wallet onto a Wallet stored on a different machine and make a claim their Coins got stolen. In 

order to try to prove them wrong one would need to go through the effort of tracking the 

movement of those Bitcoins onwards until they reach a service that can link the data of a real 

person to their Address and check whether that identity is linked with the alleged victim of 

theft. As there is no precedent of any Bitcoin-related service revealing their customers' data 

for any reason, stealing one's own Bitcoins would be easy and largely undetectable. 

There have been a few notable thefts of Bitcoins or Wallets[183]. Over 130,000BTC were 

reported as stolen or lost as of writing this report. In most cases of theft or loss from various 

Bitcoin-related websites, the users had their Coins reimbursed to them, so there is little doubt 

that the incidents were genuine, as the service owners would not profit from the events. 

However, one notable incident of Wallet theft did not do that. MyBitcoin, an early eWallet 
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service claimed to have lost 25,000BTC due to being hacked only reimbursed its users 49% of 

the amount, which lead to speculations that the site owner of the site just scammed the 

users[179]. 

Due to high anonymity of Bitcoin usage, it is possible for virtually anyone to move all the 

Bitcoins out of their Wallet and claim they have been a victim of theft. It would be very hard 

to prove the person otherwise. As such, the most reputable Bitcoin sites that want to continue 

their operations after a case of having their Coins lost or stolen resort to reimbursing their 

users fully, thusly protecting themselves from any accusations of foul play. 

4.7.2 Anonymity – Coin’s history analysis 

Many lay users falsely believe that Bitcoin is a fully anonymous system. Despite it offering 

numerous means of concealing one's identity, Bitcoin exposes a lot of information that could 

be potentially incriminating if a user is linked with their Bitcoin Address. 

One of the most important aspects every user needs to be aware of is that every movement of 

Bitcoins in the Network is made public, and moreover, is stored indefinitely in the Block 

Chain. Because of this anyone in the world connected to the Internet can know everything 

about any Bitcoin Address' history. Should the user disclose any information linking them to 

the Address they own (see 4.7.3.2), one can find out to what Addresses did the user transfer 

Bitcoins. If one of those Addresses be known to be owned by an entity of a bad reputation, the 

user can be exposed to support them and suffer consequences of their action. 

An example of such an analysis was performed and described in a notable paper entitled " An 

Analysis of Anonymity in the Bitcoin System"[14]. In it the authors presented two notable 

analysed sets of Transactions - one showing all the donators to WikiLeaks[175], and a second 

one tracing the movement of allegedly stolen Bitcoins. The first analysis is a good example of 

how a Bitcoin user could be linked to a possibly incriminating activity. 

WikiLeaks is an organization that has attracted a lot of attention for disclosing a number of 

secret, classified and private information. Its legal status in a few country is dubious[173], so 

it is possible that sending donations to them could one day be viewed as supporting crime and 

penalised in and of itself. The aforementioned study has managed to identify a few of the 

users that donated to WikiLeaks and link them to their Bitcoin forum username based solely 

on information publicly available on the Internet. 
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Figure 8: An illustration of different Bitcoin Addresses being linked to sending Transactions 

to WikiLeaks' Address. Identified parties are inscribed. (image from [180]) 

Should any Bitcoin user have their personal computer with their Wallet file analysed, for 

example by forensic investigators, it would be possible to find out everything about their past 

Transactions. Linking that to any illegal activity might be hard, unless one would possess 

some more information about the actual activity (like an Address already tied up with illegal 

activity that would appear as a recipient of those Transactions). 

Currently, no Bitcoin user has been prosecuted based on any Transaction they performed in 

the Bitcoin Network. However, such situations could happen in the future. The Standard 

Client offers a few security features helping to protect the users' identity (such as creating a 

new Address for one's Coins to be stored during each Transaction), but a careless user could 

make those measures for nought by acting irresponsibly. 
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4.7.3 Common practices 

4.7.3.1 Non-professional programming 

As the Standard Client is a very robust program with easily accessible remote procedure calls 

that handles all Bitcoin-related functionality, it allows for creation of fairly sophisticated 

systems on top of it with relative ease. Because of this it is possible for fairly inexperienced 

programmers to create cookie-cutter eWallets, Exchanges and with some additional software 

even Pools. However, if such services become popular they run the risk of running into some 

software obstacles or attracting attention of malicious attackers. Since the Standard Client 

does not offer much functionality in protecting user's data (asides Wallet encryption and 

backup capabilities), systems that were not designed to withstand such attacks often become 

compromised. Most notable examples of poor design of such applications are: 

 Bitomat.pl - at a time it was the world's third most popular Bitcoin Exchange, hosted 

on the Amazon Cloud. It went offline on 26th of July 2011 due to the service running 

out of resources, causing the virtual machine to be deleted [167]. This caused 17,000 

BTC (worth $220,000 at the time) being lost, as there was no backup of the Wallet. 

 MyBitcoin - one of the earliest available eWallets[166]. It was not following Bitcoin's 

security best practices (the service was accepting Transactions with 1 confirmation, 

whereas 6 is considered a safe number). It got hacked and lost 27,000BTC of its 

users[179], and it is speculated that they were stolen by the service's owner[183]. 

 Bitcoinica - This Exchange got their Bitcoins stolen twice in the matter of three 

months[183], totalling over 51,000BTC. It started as a small project but quickly grew, 

but not enough emphasis was put on developing a secure system early enough[164]. 

Coupled with keeping too many Bitcoins in one Wallet on their server proved to be a 

bad combination. 

As such, users should be cautious when using any Bitcoin-related service that is not the 

Standard Client, as their security can prove not to be too effective. One should research the 

reputation of the service's owners in the Bitcoin community, whether any service they own 

has been successfully attacked in the past, and what have they done about it. If a user is well 

known and respected, and has reimbursed their service's users for any Bitcoin loss they may 

have suffered, one can trust them more, than a less known user, or one with a bad reputation. 

4.7.3.2 Disclosure of public addresses 

Many of the Bitcoin users display their Addresses in forum signatures, public profiles, 

websites they own and in other similar places. By doing so they allow anyone to link their 

identities to their Addresses, thusly negating much of the anonymity offered by Bitcoin. As all 

Transaction history of any Address is publicly available to anyone, it would be easy for 

example to perform financial audits of a given user without them knowing about it. 

For example, WikiLeaks identifies its donation Address as 

1HB5XMLmzFVj8ALj6mfBsbifRoD4miY36v [161]. Checking the Transaction history 
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associated with it [160] one can see that they received over 2888 Bitcoins in donations, worth 

at the time of writing about 14,440$ (at 5$/BTC exchange rate). Should the organization try to 

hide their Bitcoin income from proper financial authorities (assuming Bitcoin is recognized as 

a currency on par with any "traditional currency"), it would be easy for anyone to prove how 

many Coins that particular donation Address received and proper legal actions could be 

undertaken. 

4.7.4 Mini private key format 

One notable Bitcoin-related venture, Casascius Physical Bitcoins [200] allows one to 

purchase coins and bullion bars with a special code hidden underneath a hologram sticker. 

The code represents a so called “mini private key” [154], which can be turned into a Bitcoin 

Address private key, which in turn holds a predefined amount of Bitcoins. Each code consists 

of 22, 26 or 30 base-58 encoded characters, with one predefined character. Brute force attack 

on those codes would have a respective complexity of 2
124

, 2
147

 and 2
170

. Such an attack 

would be a lot easier than brute force attack on secp250k1, however it is still beyond current 

available computing power.  
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5 Testing and Evaluation 

5.1 51% Attack simulation on TestNet 

A major part of the project involved creating a custom application that could be used to 

simulate an attack on the Bitcoin Network. A Mining Pool was selected as one of the main 

applications to be developed, as it allowed the simulated execution of the “51% Attack”. The 

TestNet Network was chosen for this attack, as the amount of hashing power active on that 

Network was many orders of magnitude smaller than the Main Bitcoin Network, and within 

the scope of hardware available for testing. 

 

Figure 9: A screenshot of the TestNet Block Explorer page[201] before the attack 

A specially modified version of the Mining Pool software was developed and deployed on the 

Google App Engine. The application instead of using the latest Block provided by the Client 

to use for creating new Blocks, used any Block hash, timestamp and “bits” provided by the 

user. Block 54976 was chosen as the first Block to be overridden as part of the attack, as it 

was fairly recent at the time and contained more than 1 Transaction. Data from Block 54975 

were inputted as the basis for the attack, and a miner was connected to the malicious Pool to 

execute the attack.  

 

Figure 10: A screenshot of the TestNet Block Explorer page [201] some time after the attack 

After creating 3 Blocks in the malicious Pool, the data was fed to the Client to propagate 

through the TestNet Network. As it can be seen in Figure 10, the Blocks 54976 and 54977 

were altered in the Block Chain, and Block 54978 was created to push those changed onto the 

Network as the longest Chain fork. Blocks 54979 and 54980 were later created by other 
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parties Mining on the TestNet, proving that the attack was successful and the altered Block 

Chain was accepted by the Network. 

This test demonstrated that a 51% attack can be successfully executed on the Bitcoin Network 

and can be used to alter which Transactions are included in the Block Chain. It also 

demonstrates that the Bitcoin Network will accept any malicious Block data as long as it 

adheres to the Protocol and is part of the longest Block Chain. The Network will not 

discriminate against Blocks that alter the current Block Chain or Blocks that do not include 

some available Transactions. 

5.2 Prolonged 51% Attack 

Another test performed using a similar setup to the one from 4.1 was a prolonged 51% attack. 

While the previous test involved overwriting a part of Block Chain history, this one focused 

on controlling all the new Blocks that would be created in the Network. TestNet was again 

chosen for the test due to hardware constraints. 

The malicious Pool deployed on Google App Engine was set up so as to create empty, valid 

Blocks and build up a store of them in the memory. Periodically the application would check 

whether a new Block would appear in the TestNet, and in that case it would release stored 

Blocks until it would create a Block Chain fork longer than the current one available on the 

Network. As Bitcoin will always prefer a longer Chain, the conflicting Block will be 

overwritten and eventually forgotten by the entire Network. The attack was performed twice 

over a period of a couple hours. During that time periodic screenshots were taken from the 

TestNet Block Explorer [201], as seen in Figures 11 to 13. 
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Figure 11: A record from the TestNet Block Explorer[201], showing most of the duration of 

the attack. Blocks numbered 55734-55737 and 55741-55752 were the malicious Blocks 

created by the attacking Pool. Note Block 55753 that was also later replaced. 
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Figure 12: Two screenshots from the TestNet Block Explorer[201], showing Blocks 55737 

and 55747 that were overwritten during the attack (compare with Figure 11) 

 

Figure 13: A screenshot showing the details of malicious Block 55753, that replaced a Block 

from Figure 11. Note only one Transaction appearing in this Block, while the other one had 

two. 

 

The prolonged attack was successful. During the period between Blocks 55741 and 55754 at 

least two Blocks were overwritten along with their accompanying Transactions, rendering the 

computing power of the other Miners null and void. If the Pool was not acting maliciously, 

more Blocks would be created during the attack period due to the computing power of the rest 

of the TestNet Network. 
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The first attempt at the attack, between Blocks 55734 and 55737 had to be stop due to a 

feature unique to TestNet that was not taken into account at that moment. As of 15 February 

2012 the Clients working on TestNet alter the Difficulty required to solve a block to the 

smallest possible, if no Block was generated for 20 minutes[153]. As Difficulty is stored in 

Block Header that is hashed in order to create valid Blocks, changing it invalidates all Blocks 

created with a different Difficulty, even if they would be valid otherwise. Because of this 

before the second round of the attack the Pool was programmed to release a new Block every 

15 minutes in order for other stored Blocks to remain valid. 

This test shows that a malicious party controlling the majority of computational power on the 

Bitcoin Network could not only reverse any past Transactions (as shown in section 5.1), but 

also control every Block that appears in the Chain and effectively render all other Mining 

computing power meaningless. Should such an attack be continued indefinitely, the attacker 

could either force the Bitcoin users to adhere to additional rules for Transactions to be 

included in Blocks (such as paying an extra fee or coming from a special Client), or prevent 

any Transactions from becoming a part of the Block Chain, thusly not allowing any money to 

circulate in the Bitcoin ecosystem. Such an attack could cripple Bitcoin economy and destroy 

the currency (see 4.6.2.6), however, it would be very costly to execute and maintain (see 

4.5.11). 

5.3 Finney Attack 

 

 

 

 

 

 

 

 

Figure 14: A simple representation of a Finney Attack, described below. 

This test set out to test how feasible performing a Finney Attack would be. Three test 

machines were set up with the Standard Client. First one was a simulated victim of an attack, 

running a Standard Client connected to 8 peers (a standard amount obtained without port 

forwarding). The second machine, takes with performing fake transfers, was running a Client 

connected only to the first machine. The third machine, tasked with performing double-

spends, was sharing the same Wallet as the second machine (thusly sharing the same Coins), 

but was connected to 40 peers. 
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The performed attack was fairly simple. Malicious machines 2 and 3 shared the same Wallet, 

thusly when they would each issue a Transaction at the same time, they would attempt to 

spend the same Coins. Machine 2 would issue Transactions that would credit Machine 1, 

while machine 3 would credit a separate account (in the test an eWallet address was used). If 

Transaction from the second machine would appear at the victim first, they would see as a 

notification and could proceed with providing content to the attacker. If the Transaction from 

the third machine would arrive first - the other Transaction would be rejected by the Client as 

invalid, thusly not providing anything to the attacker. The malicious' party incentive is to 

issue Transaction from machine 2 and send it to machine 1, while simultaneously transmitting 

Transaction from machine 3 through the Network (but not faster than it would take for 

machine 1 to register Transaction from machine 2). 

The testing was performed manually by first preparing the Transactions on both malicious 

machines and then issuing them at a correct time. A successful attack was indicated by 

observing the list of Transactions appearing on the honest machine (seeing if the Transaction 

from machine 2 would appear in it), and list of Transaction confirmations on machine 3 (if 

they got any confirmations, means they became a part of a Block). 

After a handful of tries a successful double-spend was performed - a Transaction from 

machine 2 was successfully transmitted to the victim before it received a conflicting 

Transaction, and some time later Transaction confirmations began appearing for Transaction 

from machine 3. 

The manual testing turned out to be slightly problematic. Machine 2 used for the testing 

turned out to be somewhat slower than machine 3, meaning that despite direct connection to 

the victim it needed a couple second head start before it would properly transmit a 

Transaction. Such problems would not occur should custom attack software be used, as more 

direct control of the timing of Transaction relaying could be maintained. 

Of the initial 5 attempts at performing this attack, two times were successful (Transaction 

from machine 2 was received, but Transaction from machine 3 became part of a Block), and 

three times failed to be successful (Transactions from machine 2 were not received, but 

Transactions from machine 3 became part of a Block). Subsequent attempts were more 

successful. 

It is also worth noting that on more than one occasion the double-spend attempt was detected 

by the website blockchain.info[202]. As such any service actively checking the website for 

such activity would be able to detect the malicious activity attempt. 
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Figure 15: Blockchain.info website clearly indicating that one of the test transactions was a 

double-spend attempt. (screenshot from [202]) 

 

Figure 16: A list of Transactions from machine 1 that did not become a part of the Block 

Chain, despite being received by the Client.  

This test demonstrated how easy it is to execute a double-spend attack even with the most 

basic setup available to anyone. More sophisticated software could potentially achieve a 

higher success rate and be able to predictably execute the Finney Attack. This test shows the 

importance of waiting for Transaction confirmations or checking with external sources to 

prevent any exploitations associated with the attack. Theoretical feasibility of this attack was 

discussed in 4.5.13.  

5.4 Illegal content injection 

The Standard Client was used to inject a so called "illegal number" - the Advanced Access 

Content System cryptographic key[126]. The number was chosen as an example of a content 

that was considered illegal to propagate and distribute, but at the current time became widely 

known thanks to the Streisand effect. 

The injected number is: 

09F911029D74E35BD84156C5635688C0 

It was extended to the same length as a RIPEMD-160 hash, becoming: 

09F911029D74E35BD84156C5635688C000000000 
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When converted to a Bitcoin Address, the extended number took the form of: 

1ujTAfEQh2obwdt72GrmXonakx2RxvYpX 

That address was used as a recipient of a 1 Satoshi (10
-8

BTC) Transaction (with the fee of 

0.0005BTC duly paid). Upon the Transaction being included in Block number 177653, it 

became part of the Block Chain forever. 

As the Address was created artificially, it is unlikely that the money sent to it will ever be 

redeemed, as no user holds a private key that would map to it. The process is not unheard of, 

it is often used by services embedding data into the Block Chain as a means of encoding data 

[104]. However, there are other ways of saving data in the Block Chain that do not send Coins 

to fake Addresses [137], but they are harder to implement. 

The Block Chain also already contains longer messages. Most notable is a tribute to Len 

"rabbi" Sassama[102], spanning 150 ASCII characters. The message also includes ASCII art 

representation of two faces. A service offering encoding of data into the Block Chain also 

gives an example of an over 650 character message encoded[99]. 

This test demonstrates that it is easy to implement simple illegal data into the Block Chain. It 

just requires a small amount of Bitcoins to pay the required Transaction fee. The size of the 

fees that need to be paid were discussed in 4.5.12. 

5.5 Packet sniffing 

The Bitcoin Client does not encrypt the communication between Nodes, leaving the users 

vulnerable to packet sniffing attack (see 4.5.3). A perfect scenario was used to test whether an 

attacker could pick up a transaction originating from the test machine. The Wireshark 

program [97] was used to analyse packets sent and received by the computer running the 

Standard Client. An arbitrary Transaction was sent on the TestNet and Internet traffic logs 

were analysed. A string of data was found corresponding to the Transaction [95]: 

010000000126c07ece0bce7cda0ccd14d99e205f118cde27e83dd75da7b141fe487b5528fb0000

00008b48304502202b7e37831273d74c8b5b1956c23e79acd660635a8d1063d413c50b218eb6

bc8a022100a10a3a7b5aaa0f07827207daf81f718f51eeac96695cf1ef9f2020f21a0de02f014104

52684bce6797a0a50d028e9632be0c2a7e5031b710972c2a3285520fb29fcd4ecfb5fc2bf86a1e7

578e4f8a305eeb341d1c6fc0173e5837e2d3c7b178aade078ffffffff02b06c191e010000001976a

9143564a74f9ddb4372301c49154605573d7d1a88fe88ac00e1f505000000001976a914010966

776006953d5567439e5e39f86a0d273bee88ac00000000 

Analysing it one could find out that it claimed an input of about 49BTC from Address 

mi1LfV7y4HeQo2vEKUwpcySSm7a9SjzMia, sent 1BTC to 

mfcSEPR8EkJrpX91YkTJ9iscdAzppJrG9j and 48BTC to 

mkPGgkcyWZ2iCKmDga3xszNyfdMuTF4FBf. As the Transaction was not received by the 

Client prior, one can assume the source Address is owned by that Node, as well as at least one 

of the output Addresses.  
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Having such information about the activity of Bitcoin Nodes could allow a potential attacker 

to look for computers having the largest amount of Coins in their Wallets and focus their 

effort on those machines. Moreover, it limits the anonymity of users, as one can try mapping 

user identity to specific IPs (especially static IPs). 

The scenario detailed in this test was an ideal one, providing the attacker with total knowledge 

of the machine's communication. However, some of the Block Explorers, like 

blockchain.info[202] already provide services that could enable the potential attackers to 

pinpoint the location of some more valuable Wallets. A sample analysis of information 

provided by blockchain.info was described in section 4.5.3. 

5.6 Partial address collision 

Bitcoin Addresses are a representation of ECDSA public keys owned by a user. They are 

created mainly using the RIPEMD-160 algorithm. At the current time, a brute-force attack on 

either the ECDSA or RIPEMD-160 algorithms are not viable. However, it is possible to create 

a partial collision of those algorithms that could be used in a potential attack. 

For example, if a result of RIPEMD-160 step in creating a Bitcoin Address[28] would be: 

7680ADEC8EABCABAC676BE9E83854ADE0BD22CDB 

Which would map to Bitcoin Address of: 

1BoatSLRHtKNngkdXEeobR76b53LETtpyT 

A partial collision of the first 4 bytes of RIPEMD-160 could take a form of: 

7680ADEC00000000000000000000000000000000 

And be mapped to: 

1BoatSJS1SQCKc1SNZo5SpVk8GEytKL3wc 

Both of those Addresses share a common prefix "1BoatS ". Should a user potentially use their 

Bitcoin Address as a way of donating money to them, and an attacker would be able to 

replace that address with the one they created sharing the same human-readable prefix, the 

attack can go unnoticed. 

Bitcoin Addresses with human-readable components are referred to as "vanity addresses", and 

can be created with any software capable of generating ECDSA keypairs and mapping them 

onto Bitcoin Addresses. For this test a program called Vanitygen[94] was used, which offers 

the functionality of generating vanity addresses very fast using OpenCL. 

A sample Bitcoin Address was chosen in order to find partial collisions for this test - 

1A1zP1eP5QGefi2DMPTfTL5SLmv7DivfNa - which is the Bitcoin Address that appeared in 

the Genesis Block. In order to match the first n characters of the Address, one needs on 

average (ignoring special cases[203]) to perform 58
n-1

 tries(leading 1 is constant for all 
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Bitcoin Addresses). The generation attempt was performed for an incremental amount of 

characters, and the results are presented below: 

Pattern: 1A 

Address: 1Ab7tKDZ6QUsbU3RigcDfcWjMTYAiFjRvQ 

Privkey: 5KVS3u26k9GprmaaKVaC8Gna16u25LQf3a2Th3UJmTfdYqacgcB 

Pattern: 1A1 

Address: 1A1NVJHUGUx8Kek51CkcdQFnaNGm2c3yC 

Privkey: 5KSYdEZ29NfvC7U1URbUhNSRD8nTgAq6pMoCFL6GQBmnA585Q81 

Pattern: 1A1z 

Address: 1A1zv8jCpb6z6wG1srYsfKaSNNvGmrYxmx 

Privkey: 5JgNmCczRfm7kePYGZRAus2iFsdK7gmrzZPbbPzLZD8aXDT56qA 

Pattern: 1A1zP 

Address: 1A1zPr9cD4Rt2HzwdKcAGfrTn6PNhkZs68 

Privkey: 5JCE7oLHxNjJMFtsu8DDt89VTm1dvAP49YziXMuACKZRjQCkXgH 

Pattern: 1A1zP1 

Address: 1A1zP1iLT6Z6R3957czX8r72PgsWw8UoLC 

Privkey: 5JRL6fiETRWc28ubLqhgY7i78S9LYbReuzH9zQfFBxJvSmyz2vL 

 

As adding each new character to a desired collisions increases the computational time by a 

factor of 58, it quickly becomes computationally infeasible to make further attempts. The 

amount of keys one is able to check per second ranges from about 100,000 for a Dual-core 

processor, to about 23,000,000 for an AMD Radeon 58XX or 68XX GPU[94]. 

Taking the latter value, one could compute 725,328,000,000,000 addresses in a single year, 

being able to create a 9.42 character collision with 50% probability. However, one can often 

find Bitcoin Miners owning multiple machines containing about 4-5 such graphics cards, 

making attempting collisions proportionally shorter. 

5.6.1 Cost analysis 

The cost to perform such a partial collision could be calculated in terms of how much an 

attacker could earn by mining Bitcoins instead of performing the attack with the hardware in a 

given period of time. 

The cost to perform a partial collision of n first characters of an Address is provided in the 

formula: 

  
           

        
 

Where C is the cost of the attack in Bitcoins, MS is the Mining speed (in hashes per second), 

BR is the Block reward in Bitcoins, KS is the key generation speed of the hardware in keys 

per second, and D is the Block's Difficulty. 
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As only a limited number of different hardware was available, the actual cost could vary. The 

available hardware was tested for how fast it can generate partial collisions, and how fast it 

can Mine Bitcoins. The values are given below: 

Device Mining Speed 

(MHash/s) 

Key generation speed 

(Mkeys/s) 

NVIDIA GeForce GT 525M 15.2 2.71 

ATI Radeon HD 5830 225 21.35 

NVIDIA GeForce 9800 GT 22.6 1.88 

 

Assuming the Difficulty during the entire attack to be stable at the highest recorded level[92] 

as of writing the report of 1,888,786.705353, and the Block reward at 50 Bitcoins, the cost to 

perform an attack in Bitcoins of a given length by the above listed hardware would be: 

n NVIDIA GeForce GT 

525M 

ATI Radeon HD 

5830 

NVIDIA GeForce 9800 

GT 

7 0.001316041 0.002472748 0.002820628 

8 0.076330389 0.143419373 0.163596411 

9 4.427162585 8.318323635 9.488591814 

10 256.7754299 482.4627708 550.3383252 

11 14892.97494 27982.84071 31919.62286 

12 863792.5462 1623004.761 1851338.126 

13 50099967.68 94134276.14 107377611.3 

 

This analysis shows that any attack of size 7 or less is very cheap (costing about a cent at the 

current exchange rate of $5/BTC), becoming very expensive at 10 characters, and exceeding 

the amount of Bitcoins ever to be created at 13. 

The costs of such an attack could be decreased greatly with the use of dedicated hardware, but 

the benefits of such an attack are small in most cases. 

5.7 Developed applications overview 

For the purpose of this project a few Bitcoin-related applications were developed. They will 

be shortly described and the security offered by their latest version will be explained. All the 
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applications were deployed on Google App Engine and use a Standard Client deployed on 

Amazon EC2. All created code has been included on the accompanying CD. 

5.7.1 Pool 

A simple Mining Pool was developed in order to simulate the 51% attack on TestNet. It relies 

on getting information about the Block to Mine from a Standard Client through JSON RPC 

commands, but is capable of creating its own custom Blocks. It does not handle paying out 

rewards to its users, but has measures preventing abuse of proof-of-work system. It is 

resource-intensive due to having to save a lot of data, thus it might not be optimal on Google 

App Engine should it be developed further. 

5.7.2 Block Explorer 

The Block Explorer was developed in order to understand the Bitcoin Protocol. It 

communicates with the Standard Client using that Protocol directly, without the need of using 

JSON RPC commands. Because the Bitcoin Script[76] was not fully developed, the 

application doesn't validate received data as rigorously as a Client would, thus is vulnerable to 

injection of malicious data. It is also very  resource intensive on Google App Engine due to 

having to write a lot of data, thus might not be optimal when developed further. 

5.7.3 eWallet 

The eWallet was a small application developed in order to test the ease of using Bitcoin's 

JSON RPC calls. It uses Google Account Authentication for user login and one time 

passwords for validating Transactions before they are sent off through the Standard Client, 

meaning that should user's email be compromised they can lose their Bitcoins. With further 

development the application could become quite safe, should Wallet encryption be used on 

the Standard Client. 
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6 Conclusions 

6.1 Bitcoin analysis conclusions 

The analysis of the Standard Client, the Bitcoin Protocol, infrastructure and the Bitcoin 

ecosystem as a whole provided a valuable insight into the workings of Bitcoin and the current 

security risks associated with it. The analysis showed that: 

 The Bitcoin Protocol is secure as long as one follows fairly easy safety protocol and 

the computing power of colluding malicious Miners does not constitute the majority of 

the available computing speed of the entire Bitcoin Network.  

 The Standard Client is a well maintained project in hands of competent and 

responsible developers. It offers reasonable amount of security to its users while 

offering enough functionality to make creating web applications relying on it fairly 

straightforward. 

 The Bitcoin infrastructure is still in early stages of maturity. New applications and 

ways of using Bitcoins are still being discovered, while existing ones are constantly 

improving. Currently there are many applications and websites dealing with Bitcoin 

that are not up to security standards expected from financial systems and only the most 

devoted  and wealthiest developers can afford to make mistakes. 

 The Bitcoin ecosystem is an ever growing community of very security-aware users. It 

provides enough information for its new users not to get lost early on and allows them 

an easy access to more sophisticated materials should they wish to inquire further. 

As such, one can rely on the Protocol under all but the harshest of conditions, the Standard 

Client as long as one trusts the safety of one's own computer, and other Bitcoin applications 

mainly if they are being developed by people of proven reputation. Because of this Bitcoin is 

not yet ready for large-scale adoption, but that is to be expected of such a young project. 

However, it is reasonable to assume it will one day become an important part of the Internet 

economy. 

6.2 Test outcomes 

The outcomes of the performed tests confirm the conclusions from the analysis of Bitcoin 

Protocol: 

 A malicious party controlling the majority of the computational power of the Bitcoin 

Network effectively controls all of the Block Chain. It can delete or insert any valid 

Transactions at a whim both in the reasonably recent past, as well as in any newly 

created Block.  

 One should not accept any Transaction that is not a part of a Block or does not have 

sufficient amount of confirmations as set in stone and unchangeable. 

 Bitcoin is not a fully anonymous system and should not be regarded as such. It offers 

reasonable amount of obfuscation, but a close scrutiny can reveal some user 

information. 
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 It is trivial to inject any piece of data into the Bitcoin Block Chain and thus get it 

propagated and stored indefinitely by many parties. 

 Creating partial Address collisions of a few characters is very easy, but the costs grow 

very quickly. 

6.3 The growth of Bitcoin 

The growth of Bitcoin could be measured by the price of Bitcoin, the hashpower of the 

Network, the amount of new members in the Bitcoin Forum[bitcointalk.org], or statistics from 

Google Insight.  

 

Figure 17: New users of the Bitcoin Forum by month joined[90]. Peak value of 14483 at June 

of 2011. 
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Figure 18: Google Insight trend for term "Bitcoin" for year 2011. Peak value at 12-18 June 

2011. (screenshot from [89]) 

 

Figure 19: Block Chain Difficulty over time graph (in red). Peak value of 1888786 used for 

Blocks 139104 to 141119 around August of 2011. (image from [84]) 
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Figure 20: Bitcoin price chart in USD for MtGox exchange. Peak value of about $30 in June 

of 2011. (image from [81]) 

All of those charts correlate to the same dynamic - a small activity up to around April of 2011, 

then a very fast growth until July of the same year, followed by a burst of the bubble and 

decline in interest. The Difficulty chart suggests that after the initial Mining boom due to the 

sudden price rise, and subsequent decline in the computational speed, there currently is a 

steady increase in the amount of hardware being deployed for Mining since the beginning of 

this year. 

6.4 Bitcoin right now 

At the current time the Bitcoin Project is undergoing a period of heavy development and a lot 

of Bitcoin-related services are forming and changing shape. The Standard Client and the 

Bitcoin Protocol themselves are often praised for being well designed and offering a lot of 

security[53][54]. However, many services related to Bitcoin appear to be designed more 

poorly and at times not tested thoroughly before they are released to the public. Those 

programs and websites are often a lot less secure than the Standard Client, which has resulted 

in a number of costly incidents in the past. 

There are a few notable "Bitcoin-powered" websites available at the moment that allow users 

to spend their Bitcoins, but the variety is still limited. Most of the Bitcoin userbase appears to 

be consisted of service developers (programmers wanting to create Bitcoin-related programs 

and websites), miners (people investing money in hardware to earn Bitcoins), investors 

(people buying Bitcoins in hope of them appreciating in value) and Bitcoin-enthusiasts 

(people playing around with Bitcoins as a new concept). Currently the amount of people that 

would be circulating Bitcoins in the economy by using them to purchase goods and services 

they require is still limited, but growing with time. 

6.5 Future of Bitcoin 

Bitcoin appears to be a project with a very high potential. The Standard Client is very well 

maintained and expanded and there are numerous applications appearing that expand the 

functionality of Bitcoin. It is still unclear, however, what shape will Bitcoin take in the future. 

It could become a target of international legislation and be potentially banned from use, or it 

might as well become the world's standard for exchanging of value. Similarly, it is unclear 

whether the currency will remain truly decentralized as it is today, or will it be held by a few 

major parties with the majority of mining power and money. 
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It is possible Bitcoin will not remain the way it is currently. Once high-profile players will 

delve into this currency, it might become unpractical for the majority of users to use Bitcoins 

directly. It is feasible that one will see a rise of Bitcoin banks that would offer everyone 

transfers of Coins akin to wire transfers, rather than Transactions. Operations saved in the 

Block Chain could be limited to settling the difference between the banks, rather than include 

every movement of money. This centralization of control could potentially lead to fractional 

reserve banking, which was one of the problems with the current model of economy Bitcoin 

set out to abolish. 

The first potentially major step in the maturation of Bitcoin will happen around the end of 

2012, when the first Block reward halving will take place. It could spark a second Bitcoin 

bubble, which could be potentially harm the project upon bursting. If the price of Bitcoins will 

not double due to halving of the reward, a lot of miners using GPUs that operate on a slim 

margin could start losing money and subsequently, stop their operations.  

However, despite a few major pitfalls the Project can face, it is very likely it will become a 

major part of the future economy of the world. Bitcoin has a very talented and dedicated team 

of developers working on the Standard Client, many skillful and devoted developers working 

on numerous Bitcoin-related projects, a vast number of enthusiastic supporters as well as the 

attention of many tech- and business-savvy people in various paths of life, from trend setters 

to early investors. With the track record of only one major incident[70] that got cleared within 

hours, it is unlikely that Bitcoin will lose its reputation and momentum anytime soon. Unless 

some strong external forces influence the Project, Bitcoin is likely here to stay. 

6.6 Future work 

The project can be expanded in the future to cover a few more topics: 

Stratum - the overlay network 

The Strarum overlay network[65] appears to be a very promising project connected to 

Bitcoin. It aims to establish a network of "supernodes" allowing one to use the Bitcoin 

Network in a very reliable way without the need to store any information on the local 

computers aside the Wallet file. As such it would be a model somewhere between a fully 

decentralised Client (like the Standard Client), and Clients relying on centralised servers (like 

the eWallets). Moreover, it is designed to offer much more functionality in one service than is 

currently available in any individual projects. Studying the possible implications an 

introduction of the overlay network would have on Bitcoin would be a very interesting topic 

of research, which could address some of the weaknesses connected to Bitcoin and possibly 

introduce new ones. 

Implementation of a fully functional Bitcoin Client 

Implementing a fully functional Bitcoin Client could give one a deeper perspective on all the 

complexities of the design. So far there are few Clients in the Bitcoin ecosystem not based on 

the Standard Client. 
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Analysis of the Standard Client source code 

The Standard Client is a basis for most Bitcoin-related applications operating in the Bitcoin 

ecosystem. As such an in-depth analysis of the source code could allow one to potentially 

discover flaws in the application that could be addressed, as well as gain a deep understanding 

of how various problems are addressed in the code. 

Implementation of other Bitcoin-related services 

There are a few Bitcoin-related services that have not been developed during this project. 

Implementation of them could potentially reveal some security issues specific to those 

applications that would need to be addressed before it can be considered secure (as was the 

case with Pools and pool hopping). Such analysis could yield a guidelines for potential issues 

that need to be addressed by any potential future developers of such systems. 

Simulating more attacks on the Bitcoin Network 

This project tackled but a few types of attack on the Bitcoin Network. Simulation of a few 

more complex ones could be beneficial to a more deep analysis of the weaknesses of the 

Bitcoin ecosystem. 

Analysis of various other cryptocurrencies 

Over the short time between the release of the first version of Bitcoin and the present there 

have been many other cryptocurrencies created that are based on the Bitcoin Protocol. As 

such, a deeper analysis of them could provide useful information about how the Protocol 

works, as well as what are its limitations. Studying the currencies that have failed in one sense 

or the other would be especially insightful to the potential pitfalls that could negatively 

influence the Bitcoin Project. 

Creating an alternative cryptocurrency 

The process of creating and maintaining an alternative cryptocurrency could provide valuable 

experience in many of the processes relating to the development of the Standard Client.  It 

would be especially insightful to create a different variant of a cryptocurrency, perhaps one 

with centralised money creation mechanism or using a similar centralised control over the 

currency. 

6.7 Problems encountered 

The main problems encountered during the work on this project were related to the maturity 

level of the tools and systems used and analyzed. Google App Engine was introduced in 2008, 

and both the Bitcoin project and Google Go in 2009. 

The programming language used did not offer some of the crucial functionality required by 

Bitcoin. There was no implementation of Koblitz curves in the ECDSA library, SHA-256 
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"midstate" values were not accessible, and there was no library for performing HTTP JSON 

RPC calls. 

The architecture of Google App Engine was a bit different than what was expected. It did not 

allow one to use TCP/IP communication, and due to dynamic scaling one could not expect 

any data to be persistent in program memory between calls. Moreover, as the Google App 

Engine Go SDK was available only on MacOS and Linux, it was not possible to create the 

application using Windows should one prefer to use it. 

The Bitcoin Protocol being a very new concept in a state of heavy development was often 

found to be confusing and not well documented. There are multiple different endiannesses 

used in various parts of the Protocol and Bitcoin-related tools - sometimes data is little-

endian, at other times the same data is big-endian, and there are even cases of a format that is 

different from all other known endiannesses. Due to lack of clarity in the documentation of 

Bitcoin scripts[76], this project was not able to implement and test them. 

Last problem encountered with Bitcoin was the small body of academic work covering it, due 

to the project being still quite young. At the time of writing, the official Bitcoin Wiki lists 14 

Bitcoin-related articles[52]. Because of this most of the research was performed on online 

forums, Bitcoin Wiki and Bitcoin StackExchange. 
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Appendix A - Terms related to Bitcoin 

 Bitcoin (uncountable noun) – Bitcoin is the name of the project started by Satoshi Nakamoto 

to create the world’s first decentralised cryptocurrency. Bitcoin is also the name for the 

currency itself. 

 Bitcoins (countable noun) – A Bitcoin is the name of a single unit of the Bitcoin currency, 

also abbreviated as BTC, or commonly referred to as “Coin”. Each Bitcoin is divisible into 

100,000,000 Satoshis, the highest precision unit of currency used as of writing this report. 

 Address – An Address is an ECDSA key pair used by a user to access their Bitcoins. 

 Transaction – A Transaction is a single operation of moving Bitcoins from one set of one or 

more Addresses to another set of one or more Addresses. A Transaction is similar to a bank 

transfer. 

 Block – A Block is a package of information containing most notably all Transactions 

created since the previous Block, as well as reference to that preceding Block. 

 Block Chain – A Block Chain is a collection of linked Blocks from the most current one to 

the Genesis Block. 

 Genesis Block – The Genesis Block is a Block that was hard-coded into the Standard Client 

to be used as a starting point for the Block Chain. 

 Client – A Client is an application used by the users to perform operations on the Bitcoin 

Network. 

 Standard Client – The Standard Client is a Client developed by the original developers 

working on the Bitcoin project. It sets the standards of how Clients should work and 

communicate with each other. 

 Protocol – The Protocol defines the rules on how Clients communicate with one another and 

how Transactions and Blocks are encoded. 

 Network – The Bitcoin Network is a collective name for all applications connected together 

that exchange information about Bitcoin Blocks, Transactions and connected Clients.  

 Wallet – A Wallet is a set of Addresses created by the Client and saved locally in a file. 

 Miner – A Miner is a computer machine and accompanying application dedicated to creating 

new Blocks. 

 Pool – A Pool is a website that allows Miners to collaborate together in creating new Blocks. 

 Exchange – An Exchange is a website that allows one to trade between Bitcoins and another 

form of currency (usually “traditional currency”, such as Dollars or Euro). 

 Target - A measure of how hard it is to create a new Block. The Block hash needs to be 

smaller than the Target set for the Block. The lower the Target the less likely a hash is to be 

a solution creating a new Block. 

 Difficulty - A relative measure of a Block's Target in comparison to the smallest Target. A 

higher Difficulty is associated with a lower Target. 
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