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Our businesses, purchasing power, savings and personal data have become a playground for                         
hackers, tech giants, marketers, bankers, politicians and other self­interested third parties to                       
pilfer, mine, exploit and otherwise abuse at our expense. 

Bitcoin[1] promised a better world. Fermat seeks to deliver it. Through a widely adopted                           
decentralized app framework that incentivizes collaborative development, shared ownership                 
and hyper­customization of modular software, the Project aims to earn widespread mainstream                       
adoption and unshackle free markets, by removing middlemen from their current levels of                         
influence. 

Fermat’s central premise is that there is a path to software development that is smarter, better                               
and more efficient than the status quo. The Fermat Framework allows anyone from anywhere                           
to collaborate and mutually profit from shared ownership of modular applications: it enables an                           
open­ended stream of micropayments to authors of reusable software components that can be                         
perpetually combined and recombined to create an ever­expanding library of useful,                     
highly­customizable, peer­to­peer commercial applications (apps). 

This system is built to be user­controlled, censorship­resistant, flexible and scalable – a                         
platform for person­to­person exchange of goods, services, assets and data, free from the                         
whims, risks, costs and interference of unwanted, self­interested third parties who are no longer                           
needed to facilitate the exchange. 



Introduction 
It is inspired by Fermat's Last Theorem.[2]  The centuries­long push to solve that vexing problem blossomed into an 
ever­expanding web of innovation across multiple fronts of mathematics. Fermat's incentive structure could make it 
a similarly fertile hotbed for innovation through positive feedback loops in programming, collaboration and user 
experience.  

Fermat's Framework architecture allows developers to contribute reusable components to Internet of People [3]                           
applications and earn perpetual streams of micropayments in return. The IoP network interconnects devices to                             
exchange application data without going through centralized services. Fermat universe of components manifest to                           
end users as an ever­expanding library of perpetually customizable apps. 

The Fermat Framework 

 

The Framework concept includes the core libraries, layers and platforms. 

 

Fermat’s Framework sits on top of the device’s OS and extends it in order to support Fermat apps, which run on top                                           
of the Framework. Fermat can also be used as a component library by regular mobile apps to access the Internet of                                         
People. 

Fermat apps are defined as end user apps running on top of the Fermat Framework. Each of these apps are in fact a                                             
set of interconnected, reusable atomic components, one or more being the user interface. Individual apps are                               
“formed” by gathering existing components.  

Fermat functions as a Framework that extends OS capabilities, enabling it to run Fermat apps, which in turn are very                                       
similar to mobile apps from a user’s point of view. However underneath the skin are a set of app components                                       
interacting with each other – a few may have been built for specific Fermat apps, while the rest are part of a pool of                                               
reusable components. The pool of reusable components expands each time a new Fermat app is added to the system. 



Fermat’s Framework must be portable to different operating systems. In its multi­layered format, the lowest layer                               
interfaces with the OS and is built with replaceable components. These components implement the same set of                                 
public interfaces in order to build on top a single set of OS­independent components. At the same time, the upper                                       
most layers are again OS­dependent, providing a native GUI on each device. 

 

Fermat Components are classified in three different types. 

There are three different kinds of components: 

● Add­ons​: low level components that do not need to identify themselves to consume services from other                               
components and have broad access to the file system and databases. 

● Plug­ins: ​elements with their own identity that must identify themselves to other components to use their                               
services which in return restricts the scope of their services based on the caller's identity (for example the                                   
file system add­on would only give access to the plug­in's own folder structure, the database system add­on                                 
would only give access to a plug­in's own databases, and so on). This approach prevents plug­ins from                                 
accessing each other’s data unless they do it through predefined interfaces each component exposes to the                               
rest of their peers at compile time. 

● GUIs: ​the user interface displayed to end users. They consume the services of plug­ins to do so.   

The core framework initializes add­ons and plug­ins and manages plug­in identities. An internal API library defines                               
the public interfaces each component exposes to others within the same device in order to allow them to use their                                       
services locally. This provides a strong ​encapsulation of each component’s business logic allowing them to freely                               
define their internal structure and data model. 



 

Fermat Components expose a public interface to their peers to allow them to consume their services.  
Each component is auto­contained with its own files and databases. 

 

Multi­Layer Design Pattern 
Fermat chose a multi­layer design pattern to arrange the thousands of components this system will require. The core                                   
idea is simple:  

● Components give services to other components on upper layers 

● Components consume services from other components on lower layers 

This simple rule helps to categorize this collection of components, but it does not help on its own to define how                                         
many or which layers are needed. To discover the needed layers, several Fermat apps were designed to target                                   
different use cases. Their functionality was sliced into basic building blocks, each with different responsibilities.                             
Once compared, individual layers were defined for components sharing the same level of responsibilities.  

Incentives 
Components developers are entitled to a ​Micro Use License for each component they add to the Framework. End                                   
users install the apps of their choice. The license to be paid is the sum of all the ​Micro Use Licenses of the                                             
components used by that app. 

The Framework is responsible for charging end users and distributing the payments to all developers involved.                               
Everything is automated and transparent to end users. Incentives are paid in IoP tokens. 



Crypto Networks 
A set of plug­ins is needed for each crypto network to be supported. One is for interfacing the network, pushing                                       
outgoing transactions and monitoring incoming transactions. Others include digital vaults where crypto currency                         
value and digital assets are stored. 

Wallets are higher level abstractions and have their own set of plug­ins for their type of accounting. Accounting is                                     
split from the handling of the value by sorting components on different layers to handle each activity. 

Identities 
Identities are handled at different levels for multiple reasons, to be explained below. In all cases, identities are                                   
represented by private and public keys. 

End Users Identities 
The foundational identity is that of the ​device­user​ ,​ which is needed to handle multiple logins on the same device.                                     
This identity lives only at a certain device; not even its public key is exposed to the network. 

End users can have multiple types of identities (we call them ​actors​ ), and within each type as many instances as they                                         
want. Each type of identity corresponds to a role in real life or an ​actor in a use case. Usually each platform                                           
introduces a set of ​actors, and all the platform's functionality orbits around all the use cases derived on the                                     
interactions between those ​actors​ . 

Component Identities 
Many components have identities for a variety of reasons:  

● Plug­ins​ to identify themselves to add­ons in order to get access to identity­specific resources, such as                               
Databases or their own share of the File System. 

● Network Services​  to encrypt communications between each other. 

● Network Clients​  to encrypt communications with nodes. 

Platforms 
A ​platform is a set of interrelated functionalities. ​Platforms may consume services from other ​platforms and their                                 
dependencies form a hierarchical stack. 

Each ​platform may introduce new workflows to the system, Add­ons, Plug­ins, GUI components (apps, wallets) and                               
actors​ . This enables the system to target different use cases with different ​actors​  involved. 

Fermat apps are a set of reusable components that are drawn from a pool organized in layers. Still, there is a need to                                             
organize that pool into different groups sorted alongside similar components related to similar use cases. A vertical                                 
division (in contrast to the horizontal division in layers) emerged. Each compartment is called a ​Fermat Platform​ .  
 



Note that the term ​Platform is used in a developer, not end user, context. In Fermat a ​Platform is the implementation                                         
of a set of use cases that can later be further specialized.  
 
Some attributes are common to all platforms: 

● They introduce new actors 

● They accommodate current and possible future use cases, usually between new actors 

● Some platforms reuse components and services from other platforms 

● Fermat apps exist in a platform 

● Platforms can be specialized: for instance the Digital Assets Platform introduces the concept of Digital                             
Asset to the system, and three actors: the Asset Issuer, the Asset User and the Redeem Point. The                                   
Marketing Platform specializes the Digital Asset Platform introducing specific digital assets for the context                           
of the marketing industry as coupons, vouchers and discounts. Still the Marketing Platform reuses the                             
transactions implemented on the general purpose Digital Asset Platform.  

● For example: The p2p taxi Platform has two components representing the different actors involved both                             
living in the ​Actors layer: the Driver and the Passenger. Two other components also called Driver and                                 
Passenger but living on the ​Network Service layer allows the rest of the components to communicate with a                                   
remote device via the Fermat Network. A few dozens more components are spread across several layers                               
together with two user interface components representing the Fermat APPs intended for the passengers end                             
users and for the drivers end users respectively.   

 

Platforms contains layers, and layers contain components. 

Fermat Apps are designed to run on the Fermat Framework. They are abstractions that users perceive as                                 
conventional apps with specific use cases, to be installed and run independently. In fact, a Fermat App is a set of                                         



components interacting between each other with a certain user interface in the same way that a human is a collection                                       
of individual cells. The components pool is ever­growing. Some Fermat Apps add more components to the pool;                                 
others simply reuse existing components. 

These components collaborate to support app functionality across the ecosystem. Their interactions are divided into                             
workflows. A core principle is to maximize reusability. 

Workflows 
Workflows are high level processes that require several components to achieve a certain goal. Many workflows start                                 
at a GUI component triggered by end users and span several components on the same device, and in some cases                                       
jump to other devices. Other workflows may start at some components, triggered by events happening within the                                 
same device. 

From a workflow point of view, each component runs a task and is fully responsible for doing its job. Workflows                                       
are a chain of tasks that may split into several paths and may span through more than one device. 

In some cases, workflows interconnect with each other, forming a ​workflow chain that usually spans more than one                                   
platform​ . 

 

Different types of workflow interactions.  

 



Transactions 
Transactional Workflows 
As the Framework runs on potentially unstable devices such as mobile phones, each plug­in must be prepared to                                   
overcome difficulties caused by device shutdowns. It must be able to complete its intended job later and never leave                                     
information in an inconsistent state. This is quite challenging but not impossible. 

The solution is to make each plug­in responsible for the workflow while they are handling part of a transaction on a                                         
transactional workflow. This responsibility is transferred to each step of the chain using what we call a                                 
Responsibility Transfer Protocol​ . This means that the component that is responsible at the moment of a blackout is                                   
the one that must resume and do its best to move the responsibility further down the chain within the transactional                                       
workflow. 

Value Transactions 
Monetary and digital assets transactions are handled by separating accounting from value. Usually transactions start                             
on specialized plug­ins which are in charge of coordinating the whole transaction. These plug­ins usually interact                               
with wallet plug­ins debiting or crediting the accounts involved. The accounting of the currency or digital asset                                 
involved are kept by these wallet plug­ins. Later, the transactional workflow splits between moving the value                               
(usually crypto currency) and moving the metadata associated with the transaction. 

 

Value is transported via cryptocurrency networks and information via the Fermat Network.  

 



Through two different paths, the value and the metadata arrive at the recipient’s device and they are combined                                   
together by the remote counterparty transaction component which in return interacts with the remote wallet plug­in                               
to record the accounting as appropriate. 

Synchronization 
We define a Private Device Network as a network of devices owned by the same end user. Using the Fermat                                       
Network, the Framework synchronizes the information on all nodes of the Private Network. By doing so the                                 
information and system identities belonging to end users are available at any of the devices owned by them.  

 

 

End users can add any number of devices distributed across the globe  to their private network. No one but them 
know which devices are part of their private network. 

 

Crypto funds are kept in a ​Multi­Sig­Vault and in a ​Petty­Cash­Vault​ . The funds at the ​Petty­Cash­Vault are                                 
accessible from all nodes even when they are offline from one's Private Network. An automated process monitors                                 
the ​Petty­Cash­Vault​  and tops it up as needed. Several nodes must sign the top­up transaction in order to proceed. 

If a device is lost or stolen, only the funds at the ​Petty­Cash­Vault are at risk. End users can eject stolen devices                                           
from their Private Network and if they act quickly, the system might be able to recreate the ​Petty­Cash­Vault on                                     
time under the new configuration of the Private Network and be able to move the funds from the previous                                     
Petty­Cash­Vault​  to the new one. 



 

When a device is declared lost or stolen new vaults are created and the funds are moved there.  
In this new configuration the lost device is not part of the private network anymore.   

 

User Interface 
At the user interface level, Fermat runs an OS­dependent Framework. This Framework supports several UI layers.                               
Fermat was designed to allow non­developers to deploy their own peer­to­peer applications. To achieve this, apps                               
are classified as follows: 

● Reference apps​: Primitive apps used by a single ​actor for a handful of use cases. These are at the same                                       
time the smallest possible division of an app and will be the unit of reutilization at an app level. ​Reference                                       
apps​  are platform­dependent. 

● Combo apps​: A combination of several ​Reference apps​ into a single product with its own look and feel.                                   
These type of apps combine the functionality of several Reference apps, even from different platforms, into                               
a single app, respecting original authors by reusing all components used by those ​Reference apps​ . 

● Branded apps​: C​ombo apps​ turned into new products owned by a different author. Achieved by a process                                 
similar to building a WordPress site but locally, at end user's devices. Usually it involves reusing the                                 
business logic of the ​combo app it derives from and adding a new look and feel (different skin and                                     
navigation structure). Although new authors would own the resulting product, they would be reusing all                             
components present on the ​combo app ​ including the previous​ UI. 

● External apps​: Third party APPs running on the same device that uses Fermat as a backend for different                                   
reasons. For example, to benefit from its infrastructure to interface crypto networks, transporting data                           
through its p2p network, or storing data at the end user's ​Private Device Network. 



 

There are different layers of apps. The top most are regular mobile apps consuming Fermat services. 

 
Several tools were designed with the purpose of enabling the development of new apps on top of ​Reference Apps​ ,                                     
and their distribution: 

● App Factory​: Built­in functionality that enables the development of reference and combo apps. 

● App Editor​: Enables the creation of ​Branded apps by non­developers based on any one of the ​combo apps                                   
available. 

● App Store: Is a distributed application which manages a shared app catalog of Fermat apps and enables                                 
end users to download from peers the different resources needed by these apps. Think of an existing app                                   
Store, but p2p and with only Fermat APPs on its catalog. 

Privacy 
The proposed system complements privacy properties of crypto networks, extending them to the full stack needed to                                 
run different kinds of applications. By using the IoP network with point to point encryption for transporting                                 
metadata, both value and information are subjected to a similar privacy standard. 

Identities are public keys related to private keys. Private keys are kept by end users and are never shared with                                       
anyone in any way. 

 

 



 

Conclusion 
Fermat’s core aspect is to facilitate the development of Internet of People applications. On a first phase                                 
intended to be used as a library to avoid developing IoP apps from scratch. On a second phase, as a way to                                           
accelerate development with its component­based development mechanisms.  

As Fermat applications are essentially a set of plug­ins, a positive feedback loop is foreseen: the more applications                                   
built, the more plug­ins are added to the system and more unique components are ready to be reused. This                                     
contributes to mutually self­reinforcing network effects across the Fermat ecosystem.  
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Disclaimer 

All corporate names, trademarks and logos mentioned as references herein are the rights and property of                               
their owners and not Fermat. 

 

 
We welcome your feedback. 

You can e​mail us at: ​white.paper.feedback@fermat.org​ ​. 
 

If you’d like to comment on the Google Doc,  
please send us the e­mail to which you’d like us to grant comment access. 
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